Software Engineering Group
Department of Computer Science
Nanjing University
http:/geg.nju.edu.cn

NJU Software
Engineering Group

Technical Report No. NJU-SEG-2025-/C-001

2025-IC-001

Constant Optimization Driven Database System Testing

CHI ZHANG,MANUEL RIGGER

Technical Report 2025

Most of the papers available from this document appear in print, and the corresponding copyright is held by the

publisher. While the papers can be used for personal use, redistribution or reprinting for commercial purposes is
prohibited.



Constant Optimization Driven Database System Testing

CHI ZHANG, Nanjing University, China
MANUEL RIGGER, National University of Singapore, Singapore

Logic bugs are bugs that can cause database management systems (DBMSs) to silently produce incorrect
results for given queries. Such bugs are severe, because they can easily be overlooked by both developers
and users, and can cause applications that rely on the DBMSs to malfunction. In this work, we propose
Constant-Optimization-Driven Database Testing (CODDTest) as a novel approach for detecting logic bugs in
DBMSs. This method draws inspiration from two well-known optimizations in compilers: constant folding
and constant propagation. Our key insight is that for a certain database state and query containing a predicate,
we can apply constant folding on the predicate by replacing an expression in the predicate with a constant,
anticipating that the results of this predicate remain unchanged; any discrepancy indicates a bug in the
DBMS. Weevaluated CODDTest on five mature and extensively-tested DBMSs-SQLite, MySQL, CockroachDB,
DuckDB, an TiDB-and found 45 unique, previously unknown bugs in them. Out of these, 24 are unique logic
bugs. Our manuél analysis of the state-of-the-art approaches indicates that 11 logic bugs are detectable only
by CODDTest. Wefbeligye that CODDTest is easy to implement, and can be widely adopted in practice.

CCS Concepts: « Information systems — Database query processing; - Software and its engineering
— Software testing and debugging.
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1 Introduction

Database management systems (DBMSs) stere datafor numerous essential software systems. Similar
to other software systems, DBMSs are suscéptiblé to a range of bugs, including logic bugs. Logic
bugs can be critical as they can cause the DBMSs td silently produce incorrect results for a given
query and might be overlooked by both developérs and usetrs.

In recent years, various approaches have been propag$ed to find’logic bugs in DBMSs. The state-
of-the-art approaches are NoREC [30], TLP [31], PQS {32], DOEy[35], and TQS [37]. NoREC and
DQE assume that the same predicate should, for a given ¥w, cénsistently evaluate to the same
value, regardless of which clause it is used in. NoREC appli€s this to WHERE clauses in SELECT,
while DQE applies this to WHERE clauses in UPDATE and DELETE. TLP decomiposes a query into three
partitioning queries, each retrieving rows based on predicates p, NOT p,&ind p £'S NULL, respectively.
All these approaches are black-box techniques, as they apply on the SQLJével;not on the DBMSs’
source code. Because of this, and since automated testing approaches typically lagk guafantees, it is
difficult to precisely characterize what bugs they find and which ones they miss. Egt one, none of
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24:2 Chi Zhang and Manuel Rigger

these approaches support testing subqueries, an important feature that allows query nesting, and it
is not obvious how these approaches could be extended to support it. For another, as the results of
this paper show, these approaches overlook various bugs due to their inherent limitations.

To tackle logic bugs in DBMSs, we propose a novel testing methodology that tests DBMSs through
the lens of constant folding and constant propagation, two optimizations that were originally
proposed for compilers. Specifically, we propose Constant-Optimization-Driven Database Testing
(CODDTest),! which is a black-box approach that, for a given database state and query, applies
constant folding and propagation to expressions in the query. The test oracle, that is, the mechanism
for validating the behavior of the DBMS for a given input, relies on validating that the transformed
query produces the same result as the original query.

Constafit folding is a well-known compiler optimization that evaluates constant expressions
at conipile time, rather than computing them at run time [27]. For example, it evaluates the
stattmenti_z. 1 + 2 + 3; toi = 6; at compile time. Constant folding extends beyond numeric
literal expfessions by leveraging constant propagation. Constant propagation, through reachability
analysis [41]gtdetefmines constant values for variables by assessing their reachability at specific
program pointg: By employing constant propagation in conjunction with constant folding, more
intricate programs can be optimized. For example, the statement sequencea = 1; i = a + 2 + 3;
can be optimized to i = 6;,

In the context of DBMSsythe result of an expression in a query is deterministic for any given
row under a specific database state. While, as an optimization, applying constant folding and
propagation assuming a congtant flatabase state would be ineffective, since the state typically
frequently changes, we can leverage(thése optimizations for a test oracle. Listing 1 illustrates this
by using a bug-inducing test case that enabled us to find a subquery-related bug in SQLite.? We
start from an initial database state, whié¢hyincludes a table te with index io, as well as a view vo.
The query ©), which corresponds to the originakguery, uses a subquery in the WHERE clause, which
we want to constant-fold. We can do so by gxtracting the subquery, using an auxiliary query, as
shown in query @), and executing it using theZdBMSunder test, which returns e. We derive the
folded query as shown in query @, by, in query (Qf replacing the subquery with its result obtained
in query (&. Unexpectedly, SQLite returned a differentsfesult for,the original and folded queries;
for query (), SQLite returned 1, while it returned ¢ for query @, This discrepancy indicates a bug
in the DBMS. We received feedback from the developers of S@Lite/stating that this bug was caused
by a query planner optimization, and an aggregate subquery is afnecessary condition to trigger this
bug. We found this bug, since our folded query (i.e., query ®) no longer metsthis requirement. Our
approach is akin to a combination of constant folding and constant ppbpagation. In this example,
using the DBMS to evaluate the expression under a certain database state gdndde seen as constant
folding (i.e., in query @), while the substitution of the entire expressiongwith/its result can be
viewed as constant propagation (i.e., replacing the subquery in query © withshe cofistant o).

Our approach is effective in detecting logic bugs, because it can directly transform a predicate,
resulting in the execution of different code within DBMSs, while the folded query should produce
the same results as the original one. Any discrepancy between the queries indicates a bug i DBMSs.
Our approach is capable of identifying bugs that occur simultaneously in all three SELECT, UPDATE,
and DELETE statements, which will be missed by NoREC and DQE. Our approach can detect bugs
where boolean predicates consistently evaluate to an opposite value, which would be missed by
TLP. Our transformation-based oracle can handle complex queries, whereas PQS is limited by
the ability of the self-implemented interpreter. Overall, we believe that CODDTest complements

This name pays homage to Edgar Frank Codd [12], who proposed the relational model for database management.
Zhttps://sqlite.org/forum/info/a68313d0545273c8
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Listing 1. An illustrative example, which triggered a bug in SQLite. The expression in the original query
subject to constant folding and propagation, along with the corresponding constant in the folded query, are
highlighted in red.

CREATE TABLE t0 (c0);

INSERT INTO t0(c@) VALUES (1);

CREATE INDEX i@ ON t0(co > 0);

CREATE VIEW v@(c@) AS SELECT AVG(t0.ce) FROM t@ GROUP BY 1 > t0.co;

© SELECT COUNT(*) FROM t@ INDEXED BY i@ WHERE (SELECT COUNT (x) FROM v@ WHERE vo@.co

BETWEEN © AND 0); - 1
® SELECT COUNT(*) FROM vo WHERE v@.c@ BETWEEN @ AND 0; -- 0
® SELECT COUNT(*) FROM to INDEXED BY i@ WHERE @; -- 0 «/

Listing 2. A correlated subquery example.

CREATE TABLE, tQ(ID INT, score INT, classID INT);
INSERT INTO t@ VALUES (o, 90, 1), (1, 80, 1), (2, 83, 2);
© SELECT x.1LD FROM to AS x WHERE x.score >
(SELECT AVG(y.score) FROM to AS y WHERE x.classID = y.classID);
® SELECT x.cdassID,
(SELECT AVG(y.score) FROM t0 AS y WHERE x.classID
® SELECT x.ID FROM t@ AS_ % WHERE x.score >
(CASE WHEN x.classID 1. THEN 85
WHEN x.classID 1 THEN 85
WHEN x.classID 2. THEN 83 END);

y.classID) FROM to AS x;

existing testing approaches forPBMSs,land provides a new conceptual angle on using compiler
optimizations for DBMS testing.

We implemented CODDTest based ondSQLancer, a widely-used tool for testing DBMSs, in which
also other state-of-the-art oracles have been'int€grated, and tested five mature DBMSs with it, all
of which have been extensively tested by & number of state-of-the-art testing approaches. The
results were surprisingly positive. We found 45 preVieusly unknown, unique bugs. Of these, 12
were confirmed, 33 were fixed. 24 out of these wefe previously unknown unique logic bugs, which
we aimed to find. Of these logic bugs, 5 were confirmed; and/19 were fixed. In summary, we make
the following contributions:

e We propose the novel idea of testing DBMSs throught the Jéns of constant propagation and
constant folding.

e We provide a realization of this idea by, given an original query, d€riving a folded query, in
which an expression has been constant-folded based on the regult of an auxiliary query to
validate whether the DBMS computes a consistent result for the'erigingl-and folded queries.

e We implemented the approach and evaluated it on five well-tested dnd maturedDBMSs, un-
covering 24 unique, previously unknown logic bugs. Furthermore, we providefa comparative
analysis with the state-of-the-art approaches, as well as a performance cofiparisgh.

2 Background

Predicates. In SQL, a predicate is a boolean expression that evaluates to TRUE, FALSE, or NULL when
applied to given values or rows. Predicates are used in various clauses of SQL, such as the WHERE
clauses of SELECT, UPDATE, and DELETE, as well as the JOIN ON, HAVING, GROUP BY, and ORDER BY
clauses of SELECT.

Subqueries. Subqueries are an important language feature in SQL, and can be used in predicates.
Subqueries can be classified as correlated or non-correlated based on whether the subquery ref-
erences columns from the outer query. Correlated subqueries are SELECT queries nested within
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Listing 3. A CASE expression example.

CREATE TABLE grade (score INT);

INSERT INTO grade(score) VALUES (100), (80), (60);

SELECT score, CASE WHEN score = 100 THEN "A"
WHEN score >= 80 AND score < 100 THEN "B"
ELSE "C" END FROM grade;

outer queries, referencing columns from the outer queries to construct their predicate. A correlated
subquery will be executed once for each row passed from the outer query. Consider the query O
depicted in Listing 2, where a correlated subquery is used to identify students (i.e., represented by
10) whogsé'scores exceed the average score in the class. The subquery calculates the average score
of thestlass, whose classID is passed from the outer query. Therefore, for each student in te, the
subquery willbe executed once to derive the average score in the class of that particular student. In
contrast, gon-correlated subqueries do not reference columns in the outer query and are evaluated
once in executiontVarious optimizations have been developed to enhance the performance of
subqueries, such as subquery unnesting [6, 9] or correlated subquery decorrelation [33]. Like other
language features, subquery support in DBMSs is susceptible to logic bugs.

SQL cASE expression. Thé CASE expression is a feature of SQL to process if/then logic. Listing 3
illustrates an example @using“the CASE expression. The predicate following the wHEN keyword
determines whether the value dfter the THEN keyword should be returned. If all predicates evaluate
to false, the result of this cASE‘expression is the value specified in the ELSE clause, or NuLL if there is
no ELSE clause. In our approach, we use thie CASE expression to map each row of a table to constant
values, corresponding to constant felding®ma per-row basis.

Metamorphic testing. Metamorphic testing [10] is an automated testing methodology, which
generates a new input for the program undey testybased on an existing input and its corresponding
output, with the expectation that the outcome ¢f thi§ new input can be predicted. Formally, given
an input I and P(I) = O, where P is the prograri under test, a follow-up input I’ is derived, so
that a known relationship between O and P(I’) = O’ ig validatedr Metamorphic testing has been
applied in testing numerous critical systems, such as compilersd22], SMT solvers [38], and DBMSs.
NoREC [30], TLP [31], and DQE [35] are all metamorphicgesting approaches for detecting logic
bugs in DBMSs. The core challenge of realizing a metamorphic testing approach is to identify a
so-called metamorphic relation that derives the follow-up input I” and relat€s'he outputs O and O’
so that bugs in the system under test can be revealed.

3 Approach

We propose CODDTest as an approach to finding logic bugs in DBMSs throughfthe léns of constant
folding and propagation. Our key insight is that within an SQL query, by assdming a'constant
database state and given query, we can apply constant folding and constant propagation o a specific
expression in a predicate, assuming that the query’s result remains unchanged. More précisely, our
approach for testing DBMSs generates two equivalent queries: the original query, which includes the
randomly generated predicate, and the folded query, which is derived by substituting the predicate
in the original query with the corresponding constant-folded predicate. Any discrepancy in the
results of these two queries indicates a potential bug.

Metamorphic relation. CODDTest is a metamorphic testing approach, where the folded query F
is derived from the original query O, and the results of these two queries with DBMS engine E are
expected to be identical. More formally, for the potential database state space denoted by S, we
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@ Initialize database s. @ Randomly generate an expression ¢. @ Generate a random query, which take ¢
as a sub-expression.
t0 oo Tt ) SELECT COUNT(x) FROM t0 WHERE ¢ AND ¢/;
ERE
1 ]2 @ Apply constant folding, to get the ® Apply constant propagation to replace
results of expression ¢. the expression (2 with constants. O

Pl Sl el e e el 3
1

= Sy, S s TS ST T T PP P R ]
1Dependent expression ¢ SELECT t0.c0, t0.cl, Ey(A) [ o1 ——> SELECT COUNT(x) FROM t@ WHERE

[} 1

1 c0 + cl > 0 FROM tO; =17 1o CASE WHEN t0.c0=-1 AND t0.c1=1 THEN 0 .
! T2 1 WHEN t0.c0=1 AND t0.c1=2 THEN 1 END I
1

Fig. 1. Overview of approach. CODDTest generates pairs of equivalent queries by applying constant folding
and propagation to the expression ¢. The application of constant propagation and folding differs for indepen-
dent aiid deperident expressions.

can establi$h the metamorphic relationship below. Any violation indicates a bug in E.
Vs € 8§ Es(O) = Es(F)

where E;(O) denotes the outcome of executing a query O with the DBMS engine E under the state
s, while E;(F) represents the zesult of F.

The generation of F invelves applying constant folding and constant propagation to a randomly
selected expression ¢ withinethe predicate of O, represented as F = O[¢/Ry], which includes
substituting ¢ with the expres§ion\R, within the same query location in the query O. Ry is the
evaluated result of ¢, and this précess,referred to as constant propagation. Ry can be obtained
through constant folding, which,eritail§ evaluating ¢ under the database s, denoted by Ry =
Es(A[¢]). Here, A[¢] represents amauxiliafjnguery A designed to obtain the evaluation result of ¢.
Finally, the above metamorphic relatiod can be elaborated as follows:

Vse S Rp=. (Al])
Es(O) = E{(F) = E{(O[$/Rgs])

Approach overview. Figure 1 illustrates our approach. In steg(D, we initialize the database and
create non-empty tables. We do this randomly by using rule-based/generators, such as also done by
other testing works [1, 30]. Non-empty tables ensure that at léast one row is available for us to
apply constant folding. Here, we generate a table te with two rows. Subseguently, we enter a loop
from step @ to step ® to thoroughly test the generated database statefEach iteration is designed
to test the DBMS once. Step @ generates a random expression ¢, which#vilk undergo constant
folding. In step B, we introduce the auxiliary query to retrieve the correspbnding constants of ¢
with respect to the database state—we see this step as constant folding. In step@@®), wegenerate the
original query, using ¢ as part of a predicate. We execute the original query usingghe DBMS under
test and obtain its results (i.e., 2). In step B, we apply constant propagation to ¢ by'repla¢ing it with
the corresponding constants to obtain the folded query. If the folded query produce§ asdifterent
result than the original query, we have found a bug-inducing test case.

Applying constant folding (i.e., step @) and constant propagation (i.e., step ®) differs based on
whether the expression ¢ is a so-called independent expression or dependent expression. Independent
expressions yield constant results irrespective of the outer context, allowing us to perform constant
folding and propagation on the expression ¢ by replacing it with a constant or a constant list. For
example, the independent expression ¢ shown in Figure 1, LENGTH("abc") > 5, does not reference
any columns and evaluates to FALSE, regardless of the database state and the clauses it is used in.
Similarly, the constant-folded expression (i.e., query @) in Listing 1 is an independent expression, as
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Algorithm 1: Algorithm of CODDTest

1 function TestOracleGen(DatabaseState s)

// Randomly generate an expression ¢, which will undergo constant folding and constant
propagation. We extract the set of the referenced columns {c;} in ¢, which come from
outer context, along with the tables set {t;} to which these columns ¢; are associated.

2 ¢, {ci}, {ti} <« GenExpr(s)

// Constant folding of ¢ under s, this step differs based on ¢ is dependent or
independent expressions. Specifically, ¢ is considered an independent expression when
{ci} is empty; otherwise, ¢ is classified as a dependent expression.

3 if Size({c;}) == 0 then

// Construct the auxiliary query for independent expression
4 Ay— "SELECT " + ¢
5 Es(A) « ExecQuery(A, s)

¥/ Iransform the constant result of ¢ as a constant expression Ry
6 | By —Es(A)
7 else

// Dep€ndentpexpression has different result for each row of {¢;}
8 A «"SELECT " + ({ci},¢) + "FROM " + {¢#;}
9 Es(A) « ExecQuery(Ay, s)

// Map the result§ of ¢ to each row of {c;} as an expression Ry
10 | Ry < Map(Es(&4))

// Generate the origiflaldquery)based on the current database state, using ¢ as a
sub-expression in pregdicate

11 O < QueryGenerate(s, ¢, {ti})

12 Es(O) « ExecQuery(O, s)

// Generate the folded query by repldging ¢ with Ry

13 F « ReplaceExpr(¢, Ry, O)

14 Es(F) « ExecQuery(F, s)

// A bug is identified if there is a dis€g@pang§ Detween the results of the original
query and the folded query

15 if E(O)! = Es(F) then

16 | ReportBug(O, F, A)

the non-correlated subquery can be executed independently and yields cop§tant results regardless of
the outer query. We categorize expressions as dependent expressions if they reference columns from
an outer context and cannot be executed independently. For examplepth€ dépendent expression
co + c1 > o shown in Figure 1 references columns ce and c1 from the FROM clause;the original
query shown in Listing 2 is also a dependent expression, as the correlated siibquefy depends on
the value of x. classID from the outer query. For dependent expressions, we muét consider that ¢
might evaluate to a different value for every row, which is why we represent the folded £onstant as
a mapping from a row value to the constant.

Algorithmic sketch. We use Algorithm 1 to demonstrate the process of generating a test oracle.
The function TestOracleGen corresponds to step @ to step ® in Figure 1, taking the randomly
generated database state s as its input.

For step @, we randomly generate the expression ¢ with function GenExpr, based on the current
database state s, as outlined in line 2. ¢ then undergoes constant folding and constant propagation.
GenExpr returns two sets: {c;}, which consists of referenced columns from the outer context and
is utilized to determine if ¢ is an independent expression, and {t;}, which denotes the tables to

Proc. ACM Manag. Data, Vol. 3, No. 1 (SIGMOD), Article 24. Publication date: February 2025.



Constant Optimization Driven Database System Testing 24:7

which c; belong. For example, for the independent expression LENGTH("abc") > 5, GenExpr yields
two empty sets for {c;} and {t;} as results, due to the absence of any referenced columns in this
expression. Conversely, for the dependent expression ce + c¢1 > o shown in Figure 1, GenExpr
returns {c0, c1}, and {t0}.

The logic for constant folding (i.e., step 3) spans from line 3 to line 10. When the size of {c;} is
zero, ¢ does not reference any columns from the outer context, leading to ¢ producing constant
results regardless of the outer context. Therefore, ¢ is considered an independent expression. The
value of an independent expression can be obtained through an auxiliary query consisting solely
of the seLEcT keyword followed by ¢, as shown in line 4. Moreover, this SELECT keyword can
be omitted when ¢ is a non-correlated subquery. The outcome of an independent expression is
either a géhstant (the empty result can be considered as NULL) or a constant list. Once we ascertain
the regult of the auxiliary query (i.e, line 5), we can directly convert this result into a constant
exptession inJine 6. For a dependent expression, which produces different outcomes for various
rows of {¢f}, we must construct Ry to reflect this variability. In line 8, by placing {c;} and ¢ together
following the/SELE®T keyword, we obtain the result of ¢, as well as the values of {c;} that lead to
the result of ¢ 416 ensure syntactic correctness, we also need to append the list of tables {t;} after
the FRoM keyword. Finally, we construct Ry as a mapping from the value of each row in {c;} to the
corresponding result of ¢, a8 shown in line 10. In the subsequent two subsections, we elaborate
and further illustrate how' we handle both independent and dependent expressions.

Step @ is accomplished indine#sthrough the QueryGenerate function, a random query generator
that takes the current databage State s, the expression ¢, and the table set {¢;} as input. ¢ is then
randomly incorporated into a psedicdte of the generated query. It is imperative to include the table
set {t;} as an input. This requiremientiarises from the need for auxiliary queries to replicate the
original query’s JOIN clauses, with the gole éxception being instances where ¢ functions as the
predicate within a J70IN clause. The set {¢;} récords the information of the J0IN clauses associated
with each table. For a deeper understanding of the reason, we provide the explanation in Section 3.2,
in which we discuss how to perform constant{6!lding 6n dependent expressions.

Constant propagation (i.e., step ®) is applied infline 13 using the ReplaceExpr function, which
replaces the expression ¢ with the expression Ry—repregénting the,result of ¢, in the corresponding
location within query O. After obtaining the result of the originél query O in line 12 and the result
of the folded query in line 14, we can identify the presengé of a bug if any discrepancies exist
between these two results (i.e., line 15 to line 16).

3.1 Folding Independent Expressions

Independent expressions can be executed without surrounding contexfs and‘caft have two possible
shapes. First, if the expression ¢ has no column references, it is a constant gxpression that always
yields a constant value. In such cases, in the auxiliary query, we can evalufite thié expression
using a SELECT statement. For example, the independent expression LENGTH("a#fie ") >»5 shown
in Figure 1 is used in a SELECT statement to derive its results. Second, the expression/$ can be a
non-correlated subquery, which computes a constant result assuming a fixed databaSesstate. For
example, in Listing 1, the subquery of query (O) returns the same result regardless of the outer
query’s result. Therefore, in the auxiliary query @), we can directly execute the extracted subquery.
For both shapes, we create the folded query by replacing the expression with its evaluated result.
For example, in Listing 1, ) evaluates to e, which is why we replace the subquery with o in ®.

3.2 Folding Dependent Expressions

We conceptualize a dependent expression as a function Ry = F(0),0 = {cy, ¢y, ..., ¢;}, where the
dependent expression can be seen as a mapping from its arguments cy, ¢z, ..., ¢; to its results Ry.
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Listing 4. JOIN can affect the values of ¢ for a given row.

CREATE TABLE t@ (c@ INT);
CREATE TABLE t1 (c@ INT);
INSERT INTO t0 VALUES (0);
INSERT INTO t1 VALUES (1);

© SELECT * FROM to LEFT JOIN t1 ON t@.c@ = t1.c@ WHERE t1.c@ IS NULL; -- o|NULL
® SELECT t1.c@, t1.c@ IS NULL FROM t@ LEFT JOIN t1 ON t@0.c@ = t1.c@; --NULL|1
® SELECT * FROM to@ LEFT JOIN t1 ON t@.c@ = t1.c@ WHERE

CASE WHEN t1.c@ is NULL THEN 1 END; --0|NULL

Each argument ¢; is referenced in ¢ and represents a column from the outer context, and its domain
consists ofithe rows within that column of the table. During constant folding and propagation, we
must ¢énsider that ¢ might evaluate to a different value for every table row. We first obtain the
results ofithe expression on each row (i.e.,, step @ for dependent expression) and then represent
them using’a mapping (i.e., step ® for dependent expression).

Constantséldin@.~To construct the auxiliary query in step 3 for dependent expressions, we first
identify 0, whith serves as the keys of the mapping, by collecting all the columns that appear in ¢
and reference the outer context. We include these columns in the fetch clause. Additionally, we
include ¢ itself in the fetch£lause to obtain its results for each row, which corresponds to R4. Each
row of the auxiliary quefy’ssesult contains the values of 0, as well as the values of Ry, which are
the results of ¢. Therefore/ eagh rdw of the results represents a map entry, where the values of
0 serve as keys and the valués ofilty_as corresponding map values. For example, the dependent
expression ce + c1 > o shown in Figurel references two columns: ce and c1. These two columns
as well as the expression itself are includedsin, the fetch clause of the auxiliary query. The auxiliary
query’s results consist of two rows, eachi répresenting the result of ¢ for the corresponding row of
the table. As another example, Listing 2'shows h@w we create the auxiliary query for correlated
subqueries. To obtain the results of the subqueryfof query ©) on all rows passed from the outer
query, we include the subquery in the fetch dausé assshown in query . While the subquery
references two columns x.classID and y.classTD in thespredicate, only x.classID is from the
outer context. Thus, in query @), § contains only x. c14ssID!

Supporting J0INs involves two considerations. First, the auxiliary queries must use the same J0IN
clauses as the original query, except in cases where ¢ servesdas the'predicate within the J0IN clause.
Listing 4 shows an example where we assign ¢ the concrete expfession t1.ce IS NuLL. The original
query fetches a single row whose t1. ce column holds a NuLL value. This"is Because the predicate
of the LEFT J0IN evaluates to false. Then, the expression t1.co IS NUKL is evaluated to be true. As
a result, the mapping assigns only one row in t1. ce to the result of t¥,c0" Ls"NuULL: from NULL to
TRUE. To construct this mapping in the auxiliary query, the same JOIN as #hie original@uery must
be used, ensuring that the only row in t1.ce has a NuLL value. Therefore, in thie casé of dependent
expressions, we need to determine in advance whether to use the 70IN clause in ¢he original query
during the generation of ¢. This corresponds to line 2 in Algorithm 1. Subsequently, this ififormation
will be stored within the set {t;}. Conversely, if the folded expression ¢ is used as the'pfedicate of
JOIN clause, there is no need for a J70IN clause in the auxiliary query, as the expression ¢ would be
evaluated with the row values before the 70IN operation. Second, although we generate non-empty
tables, an empty result can still occur, for example, when using an INNER JOIN with a false predicate.
In such scenarios, we discard the test.

Constant propagation. To represent the mapping obtained by the auxiliary query, we use a CASE
expression in the folded query, as shown in red in step ® of Figure 1. This mapping shows that ¢
generates o for the first row and 1 for the second row of the table. In Listing 2, the query ® also
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Listing 5. The subquery, when used as the fetch keyword in a SELECT, must return only one column and one
row.

CREATE TABLE t@(c@ INT);

CREATE TABLE t1(c@ INT);

INSERT INTO t@ VALUES (1);

INSERT INTO to VALUES (2), (3);

SELECT t0.c0Q, (SELECT t1.c@ FROM t1 WHERE t1.c@ > t@.c@) FROM to;
-- Error: Subquery returns more than 1 row

SELECT t0.c0, (SELECT t1.c@, t1.c@ FROM t1 WHERE t1.c0=2) FROM to;
-- Error: Operand should contain 1 column(s)

Listing,6. A bug found in TiDB caused by a predicate generating an incorrect result in INSERT.

CREATE \.TABLE t0(c@ BIGINT NOT NULL);

INSERT INTO t0o(c@) VALUES (1);

CREATE TABLE ©t@ (c@ BIGINT);

INSERT INTO ot@ SELECT t0.c@ AS c0 FROM t@ WHERE VERSION() >= t0.cO;
© SELECTWxFROM0t0; -- empty result

® SELECT t0.of AS %0 FROM t0 WHERE VERSION() >= t0.c0; -- 1

® SELECT * FROM (SELECT 1) AS fto; -- 1

uses the CASE expressionfto sepfesent the mapping for the correlated subquery. The cASE pattern
resembles a well-known optimiZdtion for dynamically-typed languages, known as a polymorphic
inline cache [15].

3.3 Construction of the Original'Query

The expression ¢ generated in step @ cafi be used in a predicate, which, in turn, can be used in any
clause requiring a predicate to constructithe original query in step @. In Algorithm 1, the function
QueryGenerate, called in line 11, generates(the esiginal query.

Predicate construction. We randomly generate prédicates that contain or correspond to ¢. While
we use an existing random generation approach implefiierited in SQLancer [30, 32], subqueries
require additional attention, as they were not supported by exiSting approaches. Subqueries can
evaluate to three different result types: (1) a scalar value, which 18 a single value; (2) a row value,
which is an ordered list of two or more scalar values; (3) multiple row values. When using a
subquery in the fetch clause of a SELECT statement, DBMSs typically allowsthe subquery only to
return a scalar, as illustrated for MySQL in Listing 5. This restriction applies to auxiliary queries
for dependent expressions generated in step 3. To this end, for corrélated$ubqueries, we either
use an aggregate function without using a GRouP BY clause, or use a LIMIT clduse.Both ensure that
a scalar value is returned. For both non-correlated and correlated subqueries, wefcan u§e one of the
multiple subquery operators, which apply for subqueries returning any of the regult types. Such
operators include EXISTS, IN, ANY, and ALL.

Query construction. The generated predicate can be used in any SQL statement where?@ predicate
is required. Our approach supports placing these predicates not only in the WHERE, JOIN, HAVING,
GROUP BY, and ORDER BY clauses of SELECT, but also in other statements that require predicates,
such as CREATE INDEX, CREATE VIEW, UPDATE, INSERT, and DELETE.

Implementation details. Some DBMSs follow strict data type rules when using binary operators,
for example, DuckDB and CockroachDB. Before constructing the predicate, it is necessary to
query the return type of the expressions. DuckDB provides the typeof () function for this purpose,
whereas CockroachDB provides pg_typeof (). Additionally, DBMSs such as CockroachDB lack
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Listing 7. A bug found in CockroachDB caused by a false predicate being always evaluated to true.

CREATE TABLE t1 (v VARBIT);

INSERT INTO t1 VALUES (B'11');

© WITH t2 AS (SELECT NULL AS b) SELECT t1.v FROM t1, t2 WHERE t1.v NOT BETWEEN
t1.v AND (CASE WHEN NULL THEN t2.b ELSE t1.v END); -- empty result

® SELECT NULL AS b; -- NULL

CREATE TABLE t2 (b BIT);

INSERT INTO t2 VALUES (NULL);

® SELECT t1.v FROM t1, t2 WHERE t1.v NOT BETWEEN t1.v AND
(CASE WHEN NULL THEN t2.b ELSE t1.v END); - "11"' &

automati€ mplicit casts for converting predicates from any type to boolean. Therefore, we must
generdte a boolean expression explicitly as the predicate. Some DBMSs, such as SQLite and MySQL,
can‘autontatieally convert the data type of expressions used as operands of operators. This allows
us the freédom /fo choose operators for the expression ¢ when testing these DBMSs.

The ALbyafd alY operators are not supported in SQLite and DuckDB, and they disallow a
value list as afi argument in MySQL and TiDB. To overcome this limitation in MySQL and
TiDB, we use the UNION operator. For example, we can represent a set of values [1, 2, 31 as
SELECT 1 UNION SELECT 240NIQN SELECT 3.

3.4 Language Features Beyond Predicates

Our approach is applicable nat orily to constant-folding predicate expressions, but also to contexts
that expect a relation (e.g., a table or @ view reference). A subquery computing a non-empty result
can be used as the source of values for tables, allowing us to test other language features such as
INSERT, common table expressions, and deriyed tables. In step @), we construct the original query by
referencing an original relation, whose values af€ebtained from a subquery. In step 5, we change
the reference of the original relation in the ofiginaliquery to a folded relation to construct the folded
query, whose values are sourced from a table value génstructor. A table value constructor in SQL is
a constant list, typically represented by vALUES (€.".). Similar to the process of testing predicates,
this approach also applies constant folding and constanf propagation to subqueries. As before, the
folded query should yield identical results to the original quen§:

CODDTest introduces three approaches to constructing’origifial (i.e., step @) and folded (i.e.,
step ®) relations. We randomly select one of them to construgt the original relation and another
one for the folded relation. The first approach creates a table based on thestttieture of the subquery
results and then uses the subquery in an INSERT statement to add valués to the table. For example,
the query ©) shown in Listing 6 references the original relation ote, whos€ value originates from
the subquery in the INSERT statement. The second one is a derived table, whiich is useddn the From
clause of seLECT. The query ® shown in Listing 6 references the folded relétiondfte, which is
sourced from a constant. We use a subquery as the operand of As, as the left operafid of A$ can only
be a subquery. The third one is common table expression (CTE) [8], which was introdiiced.in the
SQL Standard of 1999. It is a component of a SELECT query that allows creating a tempefary table
inside the query and retrieving values from subqueries or table value constructors. The query ©),
shown in Listing 7, demonstrates the application of the CTE in our approach. The bug-inducing
test case shown in Listing 6 uses INSERT statement and derived table,®> while the bug-inducing test
case shown in Listing 7 uses INSERT statement and CTE.* We consider this as an extension of our
original approach, because the folded table is not necessarily a constant.

Shttps://github.com/pingcap/tidb/issues/43373
4https://github.com/cockroachdb/cockroach/issues/102110

Proc. ACM Manag. Data, Vol. 3, No. 1 (SIGMOD), Article 24. Publication date: February 2025.


https://github.com/pingcap/tidb/issues/43373
https://github.com/cockroachdb/cockroach/issues/102110

Constant Optimization Driven Database System Testing 24:11

4 EVALUATION

We implemented CODDTest, and evaluated three important aspects. First, we evaluated CODDTest’s
effectiveness by studying how many unique, unknown bugs our approach could find in widely-used
DBMSs that have been extensively tested by the state-of-the-art approaches. Second, we sought
to determine whether existing approaches would indeed be unable to find the bugs we reported.
Third, we compared CODDTest’s performance with the state-of-the-art approaches.

Implementation. We implemented CODDTest in SQLancer, a popular tool for DBMS testing,
which supports multiple state-of-the-art test oracles for finding logic bugs, including NoREC, PQS,
and TLP. SQLancer provides manually-written, rule-based generators specific to the DBMS under
test, whighycan be used to generate statements and expressions. CODDTest initializes the database
states afsing SQLancer’s random generation method, which generates random statements to create
tablés, views, indexes, and insert values into tables. For generating the original query, we adopted
the logic uSed 1h NoREC, and added support for generating subqueries. For generating auxiliary
queries, we implentented an additional generator. For folded queries, we replaced the expression in
the original quety with the constant by replacing child nodes in the Abstract Syntax Tree (AST)
that SQLancer provides. CODDTest is easy to understand and implement, so we could have chosen
alternative database and quefyigenerators that we could similarly extend to realize our approach.

Tested DBMSs. We selgctedifive DBMSs as our test targets: SQLite,’ MySQL,6 CockroachDB [36],
DuckDB [29], and TiDB [16]. We ¢hose these specific DBMSs for several reasons. Firstly, these
DBMSs are widely used, popular, ‘afid considered mature. MySQL and SQLite are long-established
DBMSs and thus rank highly in fankings $uch as the DB-Engines ranking.” CockroachDB, DuckDB,
and TiDB are relatively recent DBMSs; wisieh are highly popular on GitHub, with star counts of
27.2K, 10.5K, and 34.2K respectively. S¢condly, these DBMSs represent various types of DBMSs.
SQLite and DuckDB are embedded DBMSs that fun in the same process as the application that
uses them. MySQL is a traditional, relatioral, ah@d client-server DBMS. Both CockroachDB and
TiDB are distributed relational DBMSs, desigried té fiandle large-scale deployments and ensure
high availability and scalability in a distributed ‘€nvironment [28]. Finally, all five DBMSs have
been extensively tested by various methods such as NoREC [30], FLP [31], PQS [32], and DQE [35],
suggesting that any newly found bugs might have beemewerléoked by these existing approaches.

DBMSs versions. We tested the latest development versions ¢f the aforementioned DBMSs. We
downloaded SQLite from its source code repository, and downloaded_ the other DBMSs from
GitHub. For SQLite, we tested version c1f2a1d5 and later trunk versiéns. For MySQL, we tested
commit version ea7087d. For CockroachDB, we tested commit version 97c7d4b and later versions.
For DuckDB, we tested commit version b8cf6a9 and later versions. For TiDB, we tested version
€233969 and later commit versions.

Baselines. We selected NoREC [30], TLP [31], DQE [35], and EET [17] as baselifies for évaluation.
NoREC, TLP, PQS [32], TQS [37], DQE, and EET are the state-of-the-art approaches for aufomatically
testing DBMSs. NoREC and DQE assume that the same predicate always accesses thefsame row of
a table, regardless of which clause it is used in. TLP decomposes a query into three partitioning
queries, which retrieve rows based on predicates p, NOT p, and p IS NULL, respectively. EET is
a concurrent work with CODDTest, which has proposed the first expression-level manipulation
approach, known as Equivalent Expression Transformation (EET), which introduces tautologies

Shttps://sqlite.org/index.html
Chttps://www.mysql.com/
"https://db-engines.com/en/ranking
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Table 1. CODDTest found 45 unique bugs in five mature DBMSs.

DBMS Bug type Bug status
Logic bug Internal error Crash Hang Fixed Verified
SQLite 6 1 0 0 7 0
MySQL 1 1 0 0 0 2
CockroachDB 7 4 0 2 11 2
DuckDB 5 2 2 3 12 0
TiDB 5 6 0 0 3 8
Total 24 14 2 5 33 12

and‘contradietions to construct equivalent queries. PQS generates a SELECT query to retrieve a pivot
row, and £hecks whether the DBMS fetches it as expected. PQS requires a high implementation
effort, as opefatiofis of the DBMS must be implemented also in the testing tool. For this reason,
it is no longerdetively maintained in the SQLancer project, and currently triggers false alarms.®
TQS was proposed to find bugs in join optimizations; however, it is not publicly available. Thus, we
omitted both PQS and TQS ffom the comparison.

4.1 Effectiveness

Methodology. We evaluated the effectiveness of CODDTest by testing the five aforementioned
DBMSs. We intermittently ran @®DDTesh for a period of four months, during which we also imple-
mented it. This is a standard methedology used to evaluate the effectiveness of automated testing
tools [23, 26, 30]. Before reporting bugs, Wwe manually reduced the bug-inducing test cases [39].
To avoid reporting duplicate issues, fog, multiple, reports that we suspected to affect the same
component, we reported the subsequent bfig ouly after the previously reported one was fixed.
For some DBMSs (e.g., TiDB), we refrained frofit repérting more bugs, due to the large number of
unfixed bugs.

Results. Table 1 shows the number of bugs found by CODDTest, as well as the status of the bugs.
CODDTest found a total of 45 previously unknown bugs*OQutfot these, 24 were logic bugs, 14 were
internal errors, 2 were crashes, and 5 were hang-related issuesgOut of all 45 bugs, 33 were fixed,
and 12 were verified. Out of the 24 logic bugs, 19 were fixed, and 5 were verified. These results are
highly encouraging, considering that these DBMSs have been the focus‘of many testing works as
mentioned above.

Logic bugs causes. We analyzed the queries that triggered the bugs andddentified that 12 bugs
were triggered by folded queries—the queries generated and executed in step @ and12 by original
queries. Out of the bug-inducing folded queries, 11 queries used folded constantsghat wefe derived
from non-correlated subqueries. Of the bugs caused by them, 6 were triggered by feplagcing a
constant, and the remaining 5 bugs were triggered by a value list, all of which wetefelated to
the IN operator. Only one query used a constant that was derived from the query with a simple
expression. Out of the remaining 12 bugs triggered by original queries, all of them used queries
containing non-correlated subqueries. Feedback from the developers indicated that 3 bugs were
bugs in subquery processing, while 5 bugs were unrelated to subqueries. For the 4 remaining
bugs, we are unclear about the root cause due to limited developer feedback. Overall, we detected
most of the bugs through non-correlated subqueries or folded queries derived from non-correlated

8https://github.com/sqlancer/sqlancer/issues/527
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subqueries. This is primarily because non-correlated subqueries were our initial test focus, as they
can be executed independently and are straightforward to implement. Additionally, half of all the
bugs were triggered by the folded queries. We believe that applying CODDTest to basic expressions
or constant expressions could also have been used to detect some of these bugs. For example, for
the bug-inducing test case shown in Listing 8, using a constant expression 1 - 1 as ¢ could have
detected this bug.

Other bugs. CODDTest found a total of 21 other bugs in five DBMSs, including crashes, internal
errors, and hangs. Out of the 21 bugs, 14 have been fixed, and 7 have been verified. We found two
crashes in DuckDB, both of which caused our tool to terminate unexpectedly, and the test cases
resulted in segmentation faults when using DuckDB’s command line interface. These two crashes
were intfoduged in the IEJoin optimization [20]. One crash was caused by an index out-of-bounds
erroiy while the other was due to a type mismatch. These two crashes have been fixed. We found
14 internalférrors in these five DBMSs, 6 have been fixed, and the others were verified. All 5
hang-related bugs found in DuckDB and CockroachDB have been fixed. We believe these crashes,
internal err6rs, afid“hangs could be detected by other automated testing approaches [13, 40].

Bug importance. Although anecdotal, developer feedback is an important indicator of an ap-
proach’s effectiveness and tlie found bugs’ importance. Two DBMS companies reached out to us
about our testing effortsyboth svere interested in how we found the bugs, and one invited us to
present the approach to the/development team. Furthermore, we received positive feedback on the
public bug trackers. For exanipleya'developer of CockroachDB commented in one of our reports
“we really appreciate your work!22Thrée Bugs in CockroackDB were assigned the “S-0” or “S-2” label,
indicating high-impact bugs that were difficult to resolve. Three bug reports in TiDB were labeled
as “Major”, which represents the highest'bug severity.

False alarms. While realizing our appreach, we identified corner cases that resulted in false
alarms in our initial implementation. First, applyifig censtant folding with floating-point numbers
can result in false alarms. We avoid these in pfactiée byteschewing test cases with small or large
float-point values. Second, SQLite’s relaxed type system allows, in some context, values of different
types to be returned. We avoid this through explicit cagts to the data type we expect. We have not
observed any false alarms after addressing these issues.

Discussion. Although we intermittently ran CODDTest ovef a period of four months, during
which we also implemented it, most of the bugs were found at the beginning of CODDTest’s
execution. As shown in the evaluation in Section 4.2, CODDTest idéntified 25 unique bugs in
an older version of SQLite within 24 hours, with 13 of those bugs found.ih the first hour. Since
CODDTest is a black-box method, it is an ongoing research challenge tofdetermine, whether a
system has been sufficiently tested [25].

4.2 Test Oracle Comparison

A testing approach is valuable if it finds bugs that were overlooked by existing appro@eh€s. Thus,
we sought to confirm whether the state-of-the-art test oracles are indeed ineffective in finding the
bugs found by CODDTest, as well as to identify the types of bugs that CODDTest can not detect.

Methodology. To address these two questions, we designed three experiments. First, we ran
CODDTest on the release version 3.30.0 of SQLite, in which NoREC and TLP detected 31 bugs, to
determine how many of these bugs CODDTest could identify over 24 hours with 10 threads. The
developers of SQLite were proactive in fixing bugs, which allowed us to determine whether two

“https://github.com/cockroachdb/cockroach/issues/104319
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Table 2. The number of detectable bugs by test oracles.

Oracles NoREC TLP DQE Only by CODDTest

Num 11 12 4 11

bug reports trigger the same bug by applying the bug-fixed commit to SQLite and checking if the
bug could still be triggered. We selected NoREC, TLP, and EET for this comparison, because DQE is
conceptually similar to NoREC. Additionally, the test cases generated by DQE are incomplete and
cannot beautomatically analyzed. Second, we analyzed the earliest versions of DBMSs where logic
bugs idéntified by CODDTest can be triggered, to determine whether these bugs were introduced
befofe the state-of-the-art approaches were published, suggesting that the existing approaches
missed thedugs that CODDTest subsequently found. This methodology was also used in the EET
work [17]. Thixd, we implemented a best-effort comparison by manually inspecting and analyzing
the bug-inducing testicases and bugs found by CODDTest and analyzing whether the state-of-the-
art test oracles'could have found them. We selected NoREC, TLP, and DQE for this comparison,
because EET’s transformationéiexplore an extensive search space, making it difficult to conduct the
transformations and check(their results manually. For every analyzed bug, we include an analysis
in the supplementary ndateridls including the test cases constructed by the test oracles, allowing
scrutinization of the results.

Results of oracles on an older Version of SQLite. During a 24-hour period, NoREC, TLP, EET and
CODDTest generated 97,003, 103,103, 16, and, 6,990 bug reports, respectively, with 27, 27, 6, and 25
of the bugs being unique. Additionally/NeREC, TLP, EET, and CODDTest reported 3, 2, 3, and 4
bugs that were found by that oracle alone, Altlicugh the significant overlap might be surprising,
we believe it is reasonable—a testing approach is‘wéeful if it can find new bugs overlooked by other
approaches. Note that we conducted this experiment oma single and stable version of SQLite and
that in other, especially older versions of SQLite,dikely more unique bugs could be detected.

As all of these three oracles are black-box testing methods} it issichallenging to determine which
types of bugs will be overlooked in general. However, e noticed that CODDTest overlooked 14
bugs, 4 of which were related to indexing. Therefore, we speefilate that CODDTest cannot effectively
test indexing functionality.

Although it is an established methodology to run testing approache§ for 24 hours [21], we
noticed that it might be insufficient for some bugs to be consistently fodnd. By running the 24-hour
experiments, we found that 9, 13, and 16 bugs found by NoREC, TLP, and €OBDTest, respectively,
had fewer than 10 reports. Therefore, generating certain corner cases might regitire agsubstantial
amount of time. This motivated us to conduct the manual comparison study, whdse results are
detailed next.

Results on bugs introduction times. CODDTest can detect long-latent bugs in DBMSs that have
been overlooked by state-of-the-art approaches. NoREC supports SQLite and MySQL. CODDTest
found 7 logic bugs in these two systems, and 1 bug was introduced before NoREC was published. All
DBMSs supported by CODDTest are also supported by TLP; 6 out of the 24 bugs found by CODDTest
were introduced before TLP was published. DQE supports SQLite, MySQL, CockroachDB, and
TiDB, and 15 out of 19 bugs found in these DBMSs were introduced before DQE was published. EET
supports MySQL, SQLite, and TiDB, and the 12 bugs found in these DBMSs were all introduced
prior to EET’s first bug report, indicating that EET may have missed these bugs. Out of the 24 logic
bugs found by CODDTest, 6 were introduced before 2020, and 20 were introduced before 2023.
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Listing 8. A bug found in SQLite related to JOIN.

CREATE TABLE vt0(c2);
CREATE TABLE t1(c0 TEXT);
INSERT INTO t1(c@) VALUES (1);
INSERT INTO vt@(c2) VALUES (-1);
CREATE VIEW v@(c@) AS SELECT © FROM ti1;
© SELECT vt@.c2 AS c1 FROM t1 CROSS JOIN v@ ON (
EXISTS (SELECT v@.c@ FROM vo WHERE false)) FULL OUTER JOIN vte ON 1; -- -1
® SELECT v@.c@ FROM v@ WHERE false;-- empty result
® SELECT vt@.c2 AS c1 FROM t1 CROSS JOIN ve ON (@) FULL OUTER JOIN vtod ON 1;
-- empty result ¥

The bu@ withythe longest latency—14 years—was found in MySQL. This result demonstrates that
COBDTest can effectively identify long-latent bugs.

Resultsfof manual comparison. As shown in the manual-analysis results in Table 2, out of 24 bugs
detected by"CODDTest, 11 can be detected by NoREC, 12 can be detected by TLP, 4 can be detected
by DQE, and 1 can only be detected by CODDTest. We found that these 11 bugs were in language
features that were not suppoxted by existing test oracles, including subqueries, oN clauses, CASE
and ANY expressions, the A6 furiction, and INSERT statements.

Subqueries. Three bugs r¢latedsto subqueries, which are out-of-scope for the three test oracles.
Listing 1 shows such a bug-induging test case for SQLite. The SQLite developers communicated
that reproducing it requires five corditions: (1) the query must contain an aggregate subquery;
(2) the aggregate subquery must haveia GROUP BY clause; (3) the GROUP BY clause must reference
terms that are not included in the réSulfset of the query; (4) the query planner must choose to
implement the GrourP BY clause by doifg aSortseperation; (5) the outer query that contains the
aggregate subquery must make use of indexedeXpréessions. Under these conditions, SQLite assigned
an incorrect value to a variable in the SQL ASTassogiated with the subquery. The transformations
performed by existing test oracles are incapable of@generating queries that violate these conditions,
preventing them from detecting this bug. We found thefsecond subquery-related bug in DuckDB,
which was caused by incorrect processing of the return fype of afsubquery. CODDTest executed the
auxiliary query to obtain the subquery’s results with the caitect data type, which were then used
in the folded query. The folded query subsequently generated tlie correct results. However, due to
the incorrect handling of the subquery’s return type, the original query preduced incorrect results.
The third one was found in TiDB and caused by the incorrect recognitiofi of columns with identical
names, resulting in the misinterpretation of a non-correlated subquery as a‘correlated one.

oN clause. The on clause of J0IN remained untested by NoREC, TLP, and"DQE¢Sincé these three
test oracles rely on the direct mapping relationship between predicates and€orreéponding rows,
which cannot be directly determined for the 70IN on clause, they are unable €0 effectively test
the clause. Two bugs in SQLite found by CODDTest were missed by these three test'oragles for
this reason. Listing 8 shows one of the bugs that was triggered when replacing a predicate in the
J0IN ON clause with a constant.!® The original query that embedded the subquery generated the
correct results and provided an opportunity to find this bug.

CASE and ANY expressions. Listing 7 shows a bug found in CockroachDB, where a bug in processing
the cAsSE caused the expression to be incorrectly evaluated to TRUE, regardless of in which clause
the predicate was placed. Consequently, NoREC, TLP, and DQE were unable to detect this bug.

WOhttps://sqlite.org/forum/forumpost/96cd4a7e9e
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Listing 9. A bug found in CockroachDB related to IN operator.

CREATE TABLE t (c INT4);
INSERT INTO t (c) VALUES (0);
® SELECT c FROM t WHERE c IN (0, 862827606027206657::INT8); -- empty result

Listing 10. A bug found in TiDB related to IN operator.

CREATE TABLE t0(c@ BOOL);

INSERT INTO t0 VALUES (true);

® SELECT t0.c0 FROM t® WHERE ((CASE ((CASE t0.c0 WHEN 6 THEN 0.03 ELSE t0.c@ END )
LIKE (t0.c0)) WHEN t0.c@ THEN 1 END) AND (t@.c@ IN (1))); -- empty result

We obServed two bugs related to CASE expressions and one bug related to ANY expressions, which
conSistently evaluated to an incorrect result.

AVG functiond A bug in CockroachDB related to AveG function, which produced inconsistent results
when the arguniemnterder was altered. The original and folded queries produced results with
different orderts, enabling us to find this bug.

Language features beyondquenies. Listing 6 shows a bug found in TiDB, specifically in an INSERT
statement, whose arguméntywas a non-correlated subquery. The inner query may return a non-
empty result, but it fails to prod#éi€e,a non-empty result within the INSERT statement. None of the
existing test oracles support t€stihg INSERT statements, as INSERT does not directly use predicates.
The extension of our method describedjin Section 3.4, can find bugs in INSERT statements even
when the bug cannot be reproduced using ether statements.

Variations in expression behavior acro§s clagses. NoREC and DQE were designed to identify logic
bugs by assuming that a specific predicate €valmatesito the same value irrespective of in which clause
it is used. However, we discovered that eithex DOE o#NoREC failed to detect some of these bugs.
There are two bugs in this category. Listing 9 illusts@ites atbug in CockroachDB associated with the
IN operator.!! CockroachDB produced the correct resultg®@hen the right operand was a subquery,
but yielded incorrect results when the right operand was a value list. This predicate produced
incorrect results in SELECT queries, while correctly functi®nifig i1 uPDATE and DELETE statements.
As aresult, NoREC failed to detect this bug, whereas DQE successfully found it. Listing 10 illustrates
a bug in TiDB that is also associated with the IN operator.!? Similar to the bug mentioned above,
it generated correct results when the right operand was a subquery, but yielded incorrect results
when the right operand was a value list. The difference, however, li¢s in the behavior exhibited
in WHERE clauses, where it consistently produced incorrect results, while gorréectly functioning
when used in the fetch clause of a SELECT. As a result, DQE failed to detect thisdug, shile NoREC
successfully found it.

Furthermore, four bug-inducing test cases triggered errors when other oraclés were/applied to
them, indicating that these logic bugs could not be found by them. Two of them triggefedgsiternal
errors when we applied NoREC to them, and two of them triggered semantic ersérs when we
applied DQE to them. We encountered scenarios where a predicate triggered a logic bug within
WHERE clauses, while simultaneously causing an internal error when used in a SELECT statement.
Listing 11 shows one of the two such bugs found by CODDTest.!*> When we used the predicate
triggering the logic bug in the seLecT’s fetch clause, the query triggered an internal error. As a

Uhttps://github.com/cockroachdb/cockroach/issues/102864

2https://github.com/pingcap/tidb/issues/43624
Bhttps://github.com/duckdb/duckdb/issues/7094
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Listing 11. A bug found in DuckDB, which triggers an error when applying NoREC to it. The expressions
highlighted in blue illustrate the application of the NoREC oracle.

CREATE TABLE t@(cl INT8);
INSERT INTO t@(cl1) VALUES ((1));
© SELECT t0.c1 FROM t0 WHERE [(((=1314689763) # (=1947665992)) <=

(EXISTS( SELECT t@.cl FROM t@0 WHERE false))); -- empty result
® SELECT t0.c1 FROM to WHERE false;-- empty result
® SELECT t0.c1 FROM t0 WHERE (((-1314689763) + (-1947665992)) <= (false)); -- 1
SELECT ((-1314689763)+(-1947665992)) <= (EXISTS( SELECT t0.cl FROM t0 WHERE false))
FROM to;

-- Out of Range Error: Overflow in addition of
-- INT32 (-1314689763 + -1947665992)!

resultgalthough NoREC cannot directly detect this logic bug, the internal error could have still been
foufid. Howewyer, when applying DQE to the logic bug we discovered in TiDB, we observed that
the predicéite, which executed normally in SELECT, triggered a semantic error when used in UPDATE
and DELETE stdtem@nts. Although the authors of DQE referenced a similar case found in MySQL in
their paper, thef did not provide an explanation for the underlying reason. To investigate further,
we searched the MySQL bug list and uncovered the root cause.'* In MySQL, the SELECT statement
allows comparing values with different data types. However, it does not permit this in uPDATE and
DELETE statements. Theréfore, DQE triggers a semantic error in this particular test case, and is
unable to detect this logic big.

Summary. CODDTest can find bugssthat are missed by the state-of-the-art approaches, such as in
subqueries, JOIN, operators, and functions. We believe that the existing state-of-the-art test oracles
cannot be extended to find these missed b@igs in any obvious way. While query generators could
still generate the same queries, the exisfingitest oracles would miss the logic bugs associated with
these language features. Additionally, COBDTest ¢an test language features beyond predicates, as
discussed in Section 3.4. This includes commion téable expressions (CTE) and derived tables.

4.3 Efficiency Comparison

In this section, we compare the performance of CODDTest to thé state-of-the-art approaches.

Methodology. NoREC, TLP, and DQE are all implementefl based on SQLancer, which enables
a fair comparison of the approach, as we could use the samegettings (e.g., the same number of
threads). Besides CODDTest, we also evaluated two other configurationsewexplore the impact of
testing different expression types on performance. Specifically, we explored the performance of
CODDTest when using only expressions with no subqueries (i.e., CODDZFest#& Expression) and
only subqueries (i.e., CODDTest & Subquery).

Metrics. We define six metrics for this evaluation. We measured test throughput By counting the
number of successful test cases executed. We recorded the number of queries thattwere successfully
executed (i.e., successful queries) and those that encountered expected errors (i.e., ufisugeessful
queries). Expected errors either refer to queries triggering unfixed internal errors indfie DBMS, or
cases where the query is semantically incorrect (e.g., errors like unexpected integer overflows are
difficult to avoid during construction). Oracles differ in how many queries they execute for each
test case. Note that this number is not static as, for example, generating a test might fail due to
an unsuccessful query. Thus, we compute the average number of queries for each successfully-
executed test, that is, the queries per test (QPT). We also evaluated the number of unique query
plans generated by each method. We collected only the query plan of the most complex query,

Yhttps://bugs.mysql.com/bug php?id=111483
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Table 3. The number of tests conducted by each approach.

# of successful  # of unsuccessful # of unique branch
Oracle # of tests . . QPT
queries queries query plans coverage
NoREC 2,086,646k 4,207,286k 149,036k  2.05 172,808 63.18%
TLP 976,216k 2,180,736k 398,919k  2.23 137,743 63.63%
DQE 441,350k 7,502,402k 21,997k  17.00 486 46.71%
CODDTest 497,092k 1,655,518k 53,102k  3.33 2,577,603 63.06%
CODDTest &
.es 1,423,068k 4,411,510k 326,849k  3.10 7,399 63.23%
Expression
CODDTest &
423,310k 1,488,817k 47,141k  3.51 2,755,619 62.19%
SubQuery

which wag the gptimized query in NoREC, the partitioning query in TLP, the SELECT query in DQE,
and the origifial gliery in CODDTest. Lastly, we compare the branch coverage of each oracle at the
end of executigh, as this provides a more rigorous assessment than statement coverage.!

Experimental setup. We codducted the performance evaluation on a server with a 64-Core AMD
EPYC 7763 Processor at 245GHz and 512GB of memory running Ubuntu 22.04. We selected SQLite
as our test target, and conducted this experiment with release version 3.42.0.0. We executed each
approach with 10 threads for 4 duration of 24 hours and recorded the number of tests conducted.
SQLancer provides a MaxDepth optigfijswhich controls the maximum depth of an expression. We
used the default configuration of §QLan¢er, where this option is set to 3. We conducted separate
experiments with the same configurationf@ndjtimes to collect statistics on unique query plans and
branch coverage, as querying these mefricsWw€quires additional time.

Results. Table 3 shows the results. On averdge, C@DDTest has a lower test throughput compared to
NoREC and TLP, but a higher test throughput than DOE=§pecifically, CODDTest was approximately
4.20x slower than NoREC, 1.96x slower than TLP, andyl. 13X faster than DQE. Upon further
investigation, we have found two reasons why CODDTest is slowfer than NoREC and TLP. Firstly,
for each test, CODDTest required executing at least three,gueri¢s-e derive the test oracle, including
original query, folded query, and auxiliary query. When uéing sftbqueries to create relations, an
additional query is required to retrieve the types of the subquéry’s result, which is used for table
creation. This explains why the QPT exceeded 3 for CODDTest and its comfigtirations. Additionally,
for CODDTest, when applying a subquery in an INSERT statement, additional statements are needed
to create and drop tables to maintain the database state. In contrast, NoREC€xeduted only about two
queries per test. For TLP, the average number of queries per test was 2.23; tlie nuanber gxceeds 2 as
the test oracle randomly either executes the partitioning queries as one query—=fising@INION ALL—or
executes three queries. For DQE, a test requires not only the three statements SE£ECT, UFDATE, and
DELETE, but also additional statements for two extra columns. These extra columns Are used to
uniquely identify each row and to track whether a row has been modified. Secondly, the"execution
of queries with subqueries is significantly slower compared to queries with expressions (i.e., 7.18X).
We found that, on average, queries with expressions alone required only 44.73 microseconds for
execution, whereas queries with subqueries required 321.19 microseconds. Although subqueries
require more execution time, they cover a significantly greater number of unique query plans,
resulting in CODDTest covering 14.92X (compared to NoREC) to 5303.71X (compared to DQE) more
unique query plans than other oracles. NoREC, TLP, and CODDTest have a similar result of branch

Bhttps://www.sqlite.org/testing. html
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Fig. 3. The impact of expressioniicopiplexity on unique query plans.

coverage, as they use the same statement generator. DQE, heWweyer, has lower branch coverage,
because it cannot test certain language features, such as 70a#N. HoWever, branch coverage does not
effectively illustrate the oracle’s effectiveness, as SQLite alreaty achieves 100% branch coverage
with its own test suites, yet still contains logic bugs. Recent researchsuggests that exercising
more unique query plans corresponds to uncovering more interesting and potentially erroneous
behaviors in the DBMS under test [2].

Expression complexity. We also evaluated the impact of expression complexify ondhe efficiency
of CODDTest. To isolate the effect of expression complexity, we conducted ouf evaluation on
CODDTest & Expression, excluding the influence of subqueries. We define the eompléxity of an
expression using MaxDepth. This experiment focuses on examining how complexity imfluences
the average execution time of each query (i.e., execution time per query), as well as the overall
throughput of CODDTest (# of tests). We conducted this evaluation using the same setup as before
(e.g., executing the experiment with 10 threads for 24 hours). The results, as depicted in Figure 2,
reveal how varying of MaxDepth influence these performance metrics. We can observe that, as
MaxDepth increases from 1 to 15, the average running time for each query increases by 9.91x,
and the throughput of our method decreases by 89.4%. Therefore, the complexity of expressions
significantly impacts the efficiency of our approach, as the DBMSs require more time to execute each
query. However, in our evaluation, we found that most of the bugs we found by the bug-inducing
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test cases use only shallow expressions after reduction. Therefore, during testing, there is no need
to generate expressions with great depth.

We also investigated the impact of expression complexity on the diversity of unique query plans
(# of unique query plans) generated when varying MaxDepth. As shown in Figure 3, we find that the
complexity of the expression has a significant impact on the number of unique query plans, which
shows a decreasing trend similar to that of throughput. We can conclude that increasing expression
depth with language features other than subqueries does not significantly exercise additional logic
in DBMSs; the use of subqueries in expressions not only increases expression complexity, but also
effectively triggers more logic within DBMSs.

Summary. CODDTest generates more unique query plans than existing oracles, suggesting that it
exercisg$ interesting functionality in the DBMSs. However, this results in slightly lower throughput.
Prioifregearch [5] suggests that the resources required to find bugs increase exponentially—a
constant fagtorgwill not significantly decrease the bug-finding effectiveness.

5 Discussion

CODDTest stope. One potential concern is how CODDTest can be applied to features not consid-
ered in this work. First, we believe that any kind of expression can be supported by CODDTest
assuming that it is determihistically computing its result. One advanced feature we did not con-
sider are window functiéns, which can be supported by being used in subqueries. In addition, our
approach is not specifically/designed to test functionality unrelated to expressions, such as clauses
(e.g., LIMIT). While we can apply constant folding and propagation to the predicates of clauses, it is
unclear how to replace the clauses themselves. Furthermore, like other logic bug detection methods,
our approach lacks support for expressiong®with non-deterministic functions or ambiguous queries.

Our approach primarily applies to thie statement types Data Query Language (DQL) and Data
Manipulation Language (DML). It is inapplicable t§ most statements of Data Definition Language
(DDL), Transaction Control Language (TCL), Miscellaneous Language (ML), and Data Control
Language (DCL). DDL expressions produce results basedon data that will be inserted into tables in
the future, making CODDTest inapplicable to constant foldimg and propagation based on the current
database state. DCL, TCL, and ML typically do not support the uSe of expressions as conditions.

The support of closed-source commercial DBMSs. In our eyéluation, we considered only DBMSs
whose source code is publicly available. One concern could thits be whether our approach could
potentially also find bugs in closed-source commercial DBMSs. First, multiple,of these open-source
DBMSs are developed by companies, such as Cockroach Labs for CockroachDB and PingCAP for
TiDB. Second, we attempted engaging with multiple closed-source commercial DBMS vendors in
the past, in whose systems we also found bugs. However, we did not receivefa response, to our bug
reports and any potential fixes would be reflected only in subsequent versiongfmaking it difficult
to identify their root causes and avoid reporting duplicate bugs.

6 Related Work

Detecting logic bugs in DBMSs. Several approaches have been proposed to detect logic bugs in
DBMSs. RAGS [34] applies differential testing to find logic bugs by comparing the results of a
query on different DBMSs or different versions of the same system. A key challenge that limits its
applicability is that SQL dialects differ widely across DBMSs. Non-optimizing Reference Engine
(NoREC) [30] and Differential Query Execution (DQE) [35] place the same predicate in different
clauses, with the expectation that this predicate will retrieve the same rows. NoREC primarily
focuses on the WHERE clause of SELECT statements, while DQE expands its scope to the WHERE clauses
of SELECT, UPDATE, and DELETE statements. Ternary Logic Partitioning (TLP) [31] decomposes a
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query into three partitioning queries, each of which retrieves rows based on the predicates p, NOT p,
and IS NuLL, respectively. TLP can test the predicate in WHERE, GROUP BY, HAVING clauses, as well as
aggregate functions, and pISTINCT queries. NoREC and DQE rely on predicates by assuming that
their results remain consistent regardless of the clause in which they are placed, and TLP leverages
that for any given row, exactly one of p, NOT p, and p IS NuLL evaluates to true. These three
approaches are unable to detect logic bugs that affect the evaluation of expressions irrespective
of how they are used, making them overlook, for example, the bug shown in Listing 1. Pivoted
Query Synthesis (PQS) [32] generates queries that are guaranteed to retrieve a selected row, based
on a naive implementation of operators and functions to be tested, Transformed Query Synthesis
(TQS) [37] generates queries by decomposing a table into multiple sub-tables, to derive a test case
and grou#d truth for queries that join these tables. The synthesis methods used by PQS and TQS
ensurg'that the generated query matches a specific value or relationship. This is achieved using their
self“built evaluation engine. Therefore, their synthesis techniques have limited support for various
language features (i.e., TQS only supports equi-join as predicates), as it is challenging to compute
the expecteda€sult®across all of them. This is also why we chose not to compare with PQS and TQS
(the latter whieh'is also not publicly available); many language features we test would be difficult
to support by these approaches. A concurrent work called Equivalent Expression Transformation
(EET) [17] closely relates tosoupapproach. Both CODDTest and EET operate on expressions and
aim to derive queries whedseérestilts are the same as the original queries, but the conceptual angle
on how they derive them is diffesent. EET introduces tautologies and contradictions while ensuring
that the result remains equivélent £0 the original query. In contrast, CODDTest applies constant
folding and propagation on expuessiofis to replace certain language features with constants, thereby
creating an equivalent, but simplér query. Both are black-box approaches, making it difficult to
conceptualize which bugs are overlooKedfby one of the two approaches, but not the other. However,
assuming a perfect query optimizer that'can $implify any expressions, EET would be ineffective as
the unnecessarily complex expressions could bésitnplified. For CODDTest, this is not the case, as
the query optimizer cannot assume that the dat@ibase’s contents remains the same across queries.

Random and targeted queries. Multiple works have imp#6¥ed query generation for DBMSs, which
is complementary to our contribution. Query Plan Guidance (QP@) [2] mutates the database state to
cause the DBMS to guide test case generation towards potesitially unseen query plans for subsequent
queries. SQLRight [24] mutates the SQL statements based oft cod¢'coverage feedback to cover more
code in DBMSs. Squirrel [40] mutates SQL queries based on an ifitermediate representation to ensure
syntax validity and uses coverage feedback for guidance. Griffin [13]rop@ses a grammar-free
mutation approach for testing DBMSs, using a metadata graph to ensfire seshantic correctness.

Random and targeted databases. Many approaches have been proposed to atitomate theigeneration
of databases. Gray et al. proposed approaches for generating billions of datdbasedecords using
multiple techniques [14]. Data Generation Language (DGL) [7] is a domain-gpecific/language
designed for generating data that exhibits complex intra- and inter-table correlations. QAGen,[4] is
a query-aware database generator designed to produce database states by generating tiem based
on a specified parametric query and set of user-defined constraints, ensuring that the outcomes
of the query meet the user requirements. ADUSA [19] leverages a constraint solver to generate
database data and the corresponding expected results for a given query and database schema.

Testing other aspects of DBMSs. Besides logic bugs, testing approaches were proposed to find
performance issues. Cardinality Estimation Restriction Testing (CERT) [3] is designed to detect
performance issues through the lens of cardinality estimation. For a given query, CERT derives a
more restrictive query, for which the cardinality estimator is expected to predict that the query
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fetches fewer rows than the original query. APOLLO [18] detects performance regression issues in
DBMSs by analyzing multiple versions of a given DBMS, and employs a suite of validation checks
to minimize false positives.

7 Conclusion

In this paper, we have presented a black-box approach for detecting logic bugs in DBMSs, named
Constant-Optimization-Driven Database Testing (CODDTest). Our key insight is that, for a given query
and fixed database state, constant propagation and folding can be applied to specific expressions of
the query, assuming that the result remains unchanged. We believe that this idea is non-obvious, as
constant propagation and constant folding were originally proposed as compiler optimizations,
not for t¢sting DBMSs. We have evaluated CODDTest on five mature and well-tested DBMSs, and
found‘aytotal of 45 bugs. Of these, 24 were logic bugs, and the remaining were internal errors,
crashes, andgdrang-related bugs. As indicated by our manual analysis, 11 logic bugs were missed by
the state-0t-the-art approaches. CODDTest generates test cases that exercise more unique query
plans, suggesfingghiat it can explore interesting functionality in the DBMS under test. Overall, we
believe that C@DDTest is a practical, widely applicable DBMS testing approach that complements
existing test oracles for logic bugs.
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