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ABSTRACT

Virtual personal assigtant (VPA) services, e.g. Amazon Alexa and
Google Assistant, are becoming increasingly popular recently. Users
interact with them through voice-based apps, e.g. Amazon Alexa
skills and Google Assistant actions. Unlike the tlesktop and mobile
apps which have visible and intuitiyé graphicd! user interface (GUI)
to facilitate interaction, VPA apps convgy infommation purely ver-
bally through the voice user interfacd (VWl)awhigh is known to
be limited in its invisibility, single mode afid highfdemand of user
attention. This may lead to various problemtsen the{lisability and
correctness of VPA apps.

In this work, we propose a model-based framew@gk famed™Vitas
to handle VUI testing of VPA apps. Vitas interacts with thé app VUL
and during the testing process, it retrieves semantic information
from voice feedbacks by natural language processing. It incremeg®
tally constructs the finite state machine (FSM) model of the &pp
with a weighted exploration strategy guided by key factors such as
the coverage of app functionality. We conduct a large-scale testing
on 41,581 VPA apps (i.e., skills) of Amazon Alexa, the most popular
VPA service, and find that 51.29% of them have weaknesses. They
largely suffer from problems such as unexpected exit/start, privacy
violation and so on. Our work reveals the immaturity of the VUI
designs and implementations in VPA apps, and sheds light on the
improvement of several crucial aspects of VPA apps.
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1 INTRODUCTION

The occurrence of smart devices is producing a revolution in the
traditional graphics-based human computer interaction. They ex-
tensively embed voice-based user interaction to serve users in a
more convenient way than screen tapping or mouse movement.
On these devices, various virtual personal assistant (VPA) services
such as the Amazon Alexa [1] and Google Assistant [2] have be-
come easily accessible. At the same pace, an ecosystem centered
around the VPA services is formulated. The third-party developers
are enabled to create apps and release them through app stores.
The end users can seamlessly invoke the released apps from their
smart devices through verbal inputs. This model greatly stimulates
the boom of VPA apps. The app stores continue flourishing, and
various apps providing a wide range of functionalities from setting
alarms, playing music, gaming, to controlling smart home devices
becgme available. Taking Amazon Alexa as an example, the number
of ilseapps (also called skills) has risen from 130 to over 100,000
within three years by September 2019 [6].

Despifethe proliferation of VPA apps, the intrinsic invisibility
featufe of the voicefbased user interaction may raise various con-
cern§ on themgOn their quality, given that conversation is the
mere way tofinteragt with them, they should provide sufficient
feedback fér the uglrs to understand their status. On their security
property, sincefthe apps strongly rely on the speech recognition
algorithms, an attacker can impemsgnate an app with another that
has a sound-similar invoca#fon nanie (e.g., “full moon” v.s. “four
moon”), as revealed by pécent stuflies [5, 26]. On their privacy
property, malicious apps thay gieryfpersonal information irrele-
vant to their functionalities, or eagfesdrop bhe user’s conversations
stealthily [20, 34].

To tackle these concerns, some giforts hive been committed.
Amazon puts in place a certification proceds that validates and tests
apps submitted to its app store. The details of thi§ process is not
revealed though, and recent studies show that Apps aith policy
violations can still pass it [14]. Chatbot is a suitabl€technique for
VPA app testing [21], given that the app to test is a blackbox from
the perspective of the tester. It only relies on the current output of
the app, and attempts to explore app behaviors by generating in-
puts with natural language processing (NLP) techniques. However,
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without the context awareness, the generated test cases are often
either redundant or irrelevant to trigger bugs.

In this work, we seek a systematic approach to test VPA apps
and find their potential problems related to either quality, security
or privacy. We focus on automating the voice user interface (VUI)
testing, as much voice-based interaction has to be handled in the app
testing process. A potential technique is the model-based testing,
given that the app is usually designed with an explicit or implicit
model [8]. Model-based testing maintains an abstract model to
represent the internal control flow and behaviors of the system,
and generategftargeted test cases based on the current state that
the systemds in. The generated test cases can drive the execution
towardgfpreferable testing goals, e.g., a high coverage or locations
deep in the systems

Despite the pfaturity 6f model-based testing and its demonstrated
power in varifus dogiainsgsuch as binary testing [29], real-time
systems testing {28} andgraphical user interface (GUI) testing [25,
31], new challenges afising from applying it to VUI testing are
at least threefold. First, how to construct a model to represent the
behaviors of the app? In traditional domaingyclear and informative
signals are available for the tester to de¢termihe the current state,
such as the program counter and ydluation®f state variables in
program testing, and the visible GUI elémnients_in GUI testing. In
contrast, a VUI tester has to fully rel§y onglhie audio outputs to
determine the current state of the app. §écond, fiow to generate
relevant test cases? In traditional domains, thg,tester igoftén offered
intuitive options to proceed, for example, the cligkable buftons in
the GUI testing. In VUI testing, the tester has to interprel theamdio
response and understand the context of the current statefimyordes
to generate relevant inputs. Third, how to handle the notoglous paih-
explosion problem? For a complex VPA app, there may be tmltiple
possible inputs in each of its states, and thus to enumerate all of
them is impractical. Without a proper reduction or guidance, tite
tester may easily sink into the endless exploration.

To address these challenges, we propose a guided model-based
testing framework named Vitas. Vitas builds an FSM model to repre-
sent the behaviors of the VPA app under testing, and takes a strategy
of on-the-fly model construction. It starts with a small number of
inputs learnt from the app document using NLP techniques. During
the app execution, it constructs states from the audio outputs, so
as to expand the FSM model of the app. It also expands its input set
by generating new inputs based on the responses of the app, which
in turns are fed to the app to discover new states. The inputs Vitas
gives to the app include not only functionality-level inputs (e.g.,
start the game, and play some music, but also system-level
inputs (e.g., pause, stop, and resume). We design a weighted ex-
ploration strategy to guide the state exploration. The weight takes
into consideration the input type, covering new functionalities /
states and invocation times. The weighted exploration leads to a
high coverage of the state space in an efficient manner.

To characterize the quality of existing VPA apps, we conduct a
comprehensive study with Vitas on the VPA apps of Amazon Alexa,
the most popular VPA service. We test 41,581 Amazon skills, and
find that 51.29% of them have various weaknesses in their imple-
mentations (e.g., unexpected exit/start), or even violate user privacy.
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We also evaluate the Vitas’s performance in terms of accuracy, cov-
erage and efficiency, and reveal that it significantly outperforms
the techniques that are based on random fuzzing and chatbot.
Contributions. The contributions of this work are summarized as
follows.

e Automatic VUI testing techniques. We propose automatic
techniques to handle the voice-based user interaction when test-
ing VPA apps. Our approach works with only publicly available
information of the app under testing, by taking the app as a
blackbox.

e Guided exploration. We propose Vitas, which uses guided
model-based testing to explore the state space of the app. Vi-
tas is designed to feed the app with inputs that are potential to
lead to large state coverage.

e Practical results. We apply our framework to a large-scaled
testing of 41,581 Amazon skills. The experiments demonstrate
its accuracy and efficiency performance. Our work manages to
identify weaknesses from real-world VPA apps.

2 BACKGROUND

VPA services, e.g., Amazon Alexa and Google Assistant, are a class
of software that provides services to users by voice-based interac-
tions. The functionality of a VPA service can be greatly extended
by VPA apps, e.g., skills to Amazon Alexa and actions to Google
Assistant, which are developed by third-party developers.

The Al-enhanced speech recognition capability of the VPA ser-
vice enables a convenient voice-based interaction. Figure 1 uses
an Alexa skill named “90’s Movie Trivia” to demonstrate the in-
teraction between the user and the VPA app. The user says the
invocation name of the skill to Alexa, who recognizes the skill
being invoked and initiates the skill. If the skill is new to her, she
mdy Say the second command “Help” to understand what services
the appprovides. Based on the feedback provided by the app, the
user cangleep interacting with the skill through voice inputs to
use ité servicés. Wegan see that each input from the user can trig-
ger the Alexa'skill'to give an output respectively. Therefore, we
choosc®@modé! thislinteractive behavior using classical finite state
machine (ESM), which will be illustrated in Section 3.1.

Below, we in#foduce the terms that are frequently used in the
context of VPA apps.

e Execution. The process ffom initjdting the app till the app fully
stops is called a complefe execution,

e Inputs. User’s inputs tQythedVPAfapps. The inputs are purely
voice-based natural language, afid are cOnhverted to texts through
Alexa’s voice recognition.

e Outputs. The outputs are the VRA app’sulputs to the user. A
decent VUI design should provide the uyéér with sufficient context
to come up with effective inputs.

e Questions. The question is a special type of ofitputgdiid it often
expects a different type of input. The questign§ given by the VPA
app can be roughly categorized into five types, as summarized in
arecent study [21]. They are shown in Table 1.

o Interaction Round. During the execution, one conversation in
which the user gives an input and the app gives an output is
called an interaction round.
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game choose a category, categories include

& Welcome to 90's Movie Trivia. ... To start a
action, comdedy, drama and horror.

—

[ Nineties Movie Trivia is a trivia game....To

start a game choose a category, categories
include action, comdedy, drama and horror.

Table 1: the five

Question Description

type

Yes-no ques-

tions

Selection

questions inputs are composed of these optio.

Instruction The verbs like “say” are the sign of it . The poten-

questions tial inputs appear after these verbs.

Wh  ques- | Wh questions begin with wh words. The k y the wh

tions words or nouns) determines the range of possi e
database for some keywords is built to get exp
Wh questions.

Mixed ques- | A mixed question is a mixed form of the above four

tions answers can be selected from the answers of above fou

3 APP MODEL AND APPROACH OVERVIE

In this section, we define how the app behaviors are modeled by
Vitas. Then we introduce the overall framework of Vitas.

,’Phase 1 (1) extract \‘. '/ Phase 2 \\‘
_important T Detected :
information :

invocation
input

v
Problem List (5) detect (4) select
P1: problems {Ui a path
. vovy
( . !

(3) construct the
Y on-the-fly model

document-
retrieved
inputs

Figure 2: The Vitas framework.

3.1 VPA app behavior model

Vitas uses the finite state machine (FSM) to represent the behav-
iors of the app. An FSM model is defined as a five-tuple M =
(0,%,6,s0, F).

o Q represents the set of states.

o X represents the set of input events.

e F is the set of final states, and satisfies F C Q.
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e s is the initial state and satisfies sp € Q.

® §: QXX — Q represents a transition function. The input
event e that triggers the transition from the state sy to the
states s1 is represented as d(so, €) = s1.

Vitas maps the app behavior to an FSM model based on the in-
teraction rounds between the user and the app. In particular, it
recognizes the app’s outputs as states and users’ inputs as input
events. An interaction round, which triggers the app to output
according to an input, can be modeled as a transition.

This straightforward strategy may lead to a large number of
redundant states though. In our running example, the output “To
start a game choose a category, ...” appears in two different interac-
tion rounds, one with welcome messages and the other with some
brief descriptions. Two different states would be created as these
two rounds have different outputs. Nonetheless, both occurrences
mean the same state from the user’s perspective. To alleviate this
problem, we split the outputs into independent sentences, and map
each sentence to a state. In this way, the same sentence appearing
in diverse outputs would reuse the same state.

This simplification leads to another problem. More than one state
is created for an output if the output contains several sentences. To
cope with this, Vitas selects only one sentence to create the state,
so that each (unseen) output leads to only one state regardless of
the length of the output. Our strategy to select the sentence will be
discussed in Section 5.2.

igure 2 shows the overall framework of Vitas. It is composed of five
teps in two phases: (1) extract important information from
apps’ document, (2) communicate with the app, (3) construct
model, (4) select a path, and (5) detect problems.
processing. This phase aims to extract infor-

ties and usage. Therefore, 1
to retrieve inputs and function
processing is detailed in Section 4.
Phase 2: model-based testing and pr
constructs the model on the fly during
it uses the invocation input to launch the app.
outputs from the app, Vitas analyzes them to
and transitions, and expand the app’s modél-"Then, it selects an
input to feed into the app, based on dynamically-adjustable weights
of all possible inputs at that state. The model construction, input
generation and guided exploration are introduced in Section 5.
During the exploration process, Vitas detects five types of problems,
based on pre-defined rules, as presented in Section 6.

s processes these fields
app document

detection. Vitas
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90’s Movie Trivia is a game that will put your movie
knowledge to the test. The game is simple to play, you

pick a category and we put to together a list of 10 movies.
Each trivia question is plot about different the movie, guess
the movie title. Categories are comedy, drama, action and
horror. Season 1 of 90’s Movie Trivia includes 100 trivia
questions, 25 per category. To start just say

“Alexa open nineties movie trivia”. To choose a category say

“comedy” or “category comedy”.

Figufe 3: Document of our running example in Figure 1.

4 APP DOCUMENZ PROCESSING

As the VPA app 1s a bldek-boxJso Vitas, we leverage its available
documents to retriev information to facilitate the testing.

4.1 Retrieving inputs

The inputs to the VPA app are in th€$orm gf verbal phrases. In
light of this, we extract phrases wigh subje@s related to users from
the document and treat them as potential ingftts i our testing.

One direct source of inputs are the phrasfs wigh gilotation marks,
as developers usually use them to mark examples of@@lid inputs.
In addition, we resort to NLP techniques to extrachinputs. We
use SpaCy [7] to build a dependency-based parge tre@ for every
sentence in the document, and from that Vitas can efffactdhie patk
of speech (pos) and the dependency (dep) of each word . Theriyie
identify the verbal phrases in special forms, including subjéutg verb
and subject + verb + noun(s), and remove decorative phrases like
adjectives. Finally, we check whether the subjects of these veuh
phrases are related to users (like “User” or “You”). If so, we add
these verb phrases to the Vitas’s input set. We note that not all
inputs extracted in this way are valid, but they only take a few
percentage of the input set. For example, in our running example,
the invalid inputs only account for 5% of the input set.Meanwhile,
we do not attempt to remove them in Vitas, as invalid inputs during
testing may trigger abnormal behavior of the system if the system
is not well designed. The generation of other types of inputs will
be discussed in Section 5.2.

Figure 3 lists the document of our running example. From it,
Vitas can extract four phrases (underlined) as inputs, and all except
the first one (“pick a category”) are confirmed as valid inputs in the
later execution.

4.2 Extracting app functionalities

Understanding the functionalities of the app could guide the state
exploration towards a direction of higher functionality coverage.
Therefore, we use the TF-IDF [24] method to extract the list of
functionalities from the document. TF-IDF is a statistical method
to compute the importance of words in the document based on a
corpus. In most cases, the keywords of the document can summarize
the functionalities well. We thus obtain the importance of each word
in the document and treat those words with top TF-IDF rate as the
app’s functionalities. If the frequency of a word is low in the corpus

Algorithm 1: On-the-fly VUI Testing-based VPA Model
Exploration

Input: the outcomes of phase 1: invocation input invoc.
Output: VPA’s model: M = (Q, X, 4, so, F)
1 Initialize a weighted FSM M’ = (Q = {< start >},3 =
{invoc}, 8 = {},s0 =< start >, F = {}, W = {});
2 for times in 1 ton do

3 s = sg, cand_in = {invoc}, in = invoc;
4 //s: the current state, cand_in: candidate input set, in:
the actual input

5 out = execute(in);

6 repeat

7 s = getSentence(out);

8 if s is an unknown state then

9 cand_in = generateInpt(s);
10 initWeight(cand_in, W);

11 end

12 else

13 ‘ cand_in = getInpt(s);

14 end

15 in = getMaxWeight(cand_in, W);
16 out = execute(in);

17 foreach event ay € cand_in do
18 ‘ updateWeight(ao, out, W);

19 end

20 updateFSM(s, cand_in, in);
21 until VPA app exits || time limit is met;
22 F = F U out;
23 end

24 M = M’.removeWeight();
25dreturn M;

but High in th€ dogfiment, the TF-IDF value of the word will be large,
whichymeans tiie=mgrd is of more importance to the document.

To calculdfc a woidl’s TF-IDF value, we have built a corpus com-
posed of the docufitents of 20 representative apps from 20 different
categories. Eacli'of them is the most popular VPA app in their cate-
gories. In our method, the topgive Words with the highest TF-IDF
values in an app’s documenf are selegted to represent the function-
alities of the app. For exatiple, in gir running example, the words
with top five TF-IDF valuesasggddentifiedi¢bolded in Figure 3). They
are “category”, “movie”, “trivia”4‘game”and “put”, where the top
four words can well summarize the funefionaliti€s 6fthis app. These
functionalities represented by thesélphrased aré"used to guide the
state space exploration (detailed soon iggSéetion 5)/

5 STATE SPACE EXPLORATION

During the testing process, Vitas builds the F8M model of the app
on the fly. In this section, we detail our approach for phase 2.

5.1 Exploration Workflow
To explore as many behaviors as possible, Vitas uses a guided
exploration strategy. We introduce a weight to each candidate input
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in a particular state to indicate its current priority to be invoked. The
weight is dynamically updated to guide the exploration. To facilitate
this weight management process, we extend the FSM defined in
Section 3.1 with the weight, into the weighted FSM represented by
a six-tuple M = (Q, %, 8, so, F, W), where:

e (Q,3,6,s0,F) is the classical FSM defined in Section 3.1.

e W : QXX — float represents the weight of an input

event (detailed in Section 5.3).

Using weighted FSM, Algorithm 1 conducts the model explo-
ration as briefed below.

o A weighteFSNA M’ is initialized and the initial state sy is set to
< stari 3 (line T). Vitas uses the invocation input to open the
app#and recgives out as the reply (execute, line 5).

o In each round¢VitaSyselects a sentence to represent the current
state (getSeltence) from the out (line 7, detail in Section 5.2).
The state is tepredenteddy s.

e If s is an unknown stte; Vitap generates candidate inputs
(generatelnpt, lifie’9, detailed in Section 5.2) for s, initializes
their weights, and saves the results to W.. (initWeight, line 10,
detailed in Section 5.3). If s is an existisfg state, it finds the previ-
ously saved candidate inputs for s (getInpt/line 12-14).

e The input with the highest weight (g@MaxWeight, line 15) is
selected as the actual input in and Vifas re@€iVes the out as the
reply (execute, line 16).

o Vitas modifies the weight of candidate inputs uniderglmgstate s ac-
cording to the new out, and saves the resultsto'W (updateleight,
line 17-19, detailed in Section 5.3).

e Then, the model is updated accordingly (updateR§i, lin€ 20).

e A complete execution is over when the VPA app exits g thelinde
limit is met (line 21). F saves the last outputs of VPA apps, (line
22). For the sake of sufficient exploration, we can repeat syl
complete execution for n times in testing. According to our expe-
rience in the analysis, n is set to 3 by default to achieve a relatively
satisfying coverage.

e Finally, the weighted FSM M’ is transferred to a normal FSM M
by removing the last tuple W (line 24- 25).

Figure 4 uses part of the execution of the “90’s Movie Trivia”
skill to demonstrate how our method works. The detail will be
elaborated in the remaining of this section.

5.2 Candidate Inputs Generation

Selecting a sentence from the outputs (function getSentence).
Given the output of the app, Vitas first looks for questions from
it. If any question exists, non-wh questions have higher priorities
to be chosen, considering the expected inputs to these questions
are more restrict than those to wh-questions and more likely to be
accepted. For example, in Figure 4, a non-wh question (selection
question) is located, and Vitas continues its exploration from it. If
there is no question in the output, Vitas selects the last sentence as
the current state.

Generating candidate inputs (function generatelnpt). After
the question is determined, Vitas generates an input to interact
with the app. Besides the document-retrieved inputs discussed in
Section 4.1, we have identified another four input types. Below we
sum up these five types of inputs, and show how these inputs can
be generated by Vitas.
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e Invocation input. The invocation input is specified by the invo-
cation name in the app’s document. For example, in Alexa skills,
the invocation input is in the form of “Alexa, open <invocation
name>". Such inputs can only be used to initiate an app, and
cannot be used during the interaction.
System-level inputs. The system-level inputs are supported
by the VPA service, and independent of a specific app. Most
system-level inputs are related to system behaviors such as the
suspension, restart, and shutdown of the apps, like [“Pause”,
“Resume”, “Restart”, “Reboot”, “Stop”, “Exit”, “Cancel”].
e Document-retrieved inputs. The document-retrieved inputs
are extracted from the app’s document (detailed in Section 4.1).
e Embedded-help inputs. The embedded-help inputs are embed-
ded by the app developer as the introduction to the usage of the
app’s functionalities. They typically follow the format of instruc-
tion questions (see Table 1), e.g., “You can say Stop to stop”. Vitas
obtains them by giving the input “Help” to the app, and then
derives embedded-help inputs specific to this app using the chat
bot solution of Skillexplorer [21].
Context-related inputs. The context-related inputs are created
dynamically during the interaction with the app. They are com-
posed of expected inputs that are generated according to the VPA
app’s questions. We can use off-the-shelf chat bot-style solutions,
e.g., Skillexplorer [21], to understand the question and generate
corresponding inputs.

5.3 Input Weight Management

Mutation based on weighted stochastic and probabilistic finite state
machine [22] has been widely applied in the testing and explo-
ration of complex software, especially in testing of the GUI and
web pages [31]. In existing studies, testers have clear view of the
cupgent state of the system under testing and a deterministic set of
dperatipns to take.

In our problem domain of VUI testing, the interaction is con-
ductedgdurelfpverbally, making it non-trivial to maintain state space
and determin€/suitéible inputs. To address this challenge, we design
our weighted ESMshased mutation method to guide the exploration
of VUI appsfAs we/ihentioned in Section 5.1, the weight of each
candidate mnput if'a particular state indicates its current priority
to be invoked. 4 this section, we discuss the weight management
strategies.

Initializing weights for candidate inputs (function initWeight).
Once candidate inputs ar¢ generatéd, Vitas needs to select one to
input to the app. To avoldyrep@atedlystesting the same paths, a
weight is introduced for each inpufto indifate its priority. We adopt
different strategies to initialize weightsdiased omthetypes of inputs.

o System-level inputs. Giving the app agystém-leyel input at the
beginning or halfway during the tesfiig will afféct the normal
testing process. Therefore, a suitable invocation fime fora system-
level input is near the end of the testing. Thuggfhieir weights
should be very low at initial, and we set th€i to be 0.1.

e Document-retrieved inputs. If the document-retrieved inputs
is quoted in the document, Vitas sets a high initial weight of
them as 0.8 as they are usually useful inputs. Otherwise, the
input comes from verbal phrases in the document. The initial
weight of these verbal phrases depend on the importance of verbs.
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fTo start a game choose a category,

icategories include action, comedy, I )
™ idrama and horror i
»". N :

You currently have not earned any badges. 7

@)y

Keep playing. To start a game choose a
category, categories include action, comedy |
drama and horror.

embedded-help: ...
document-retrieved: ...
{ system-level: ...
context-related: [action, comedy, drama, horror]

To start a game choose
fa category, categories include
action, comedy, drama and
horror.

@)y

P (4) { embedded-help: ...
OITON ™ document-retrieved: ...
{ system-level: ...
context-related: [ : 1.0, action: 1.0, ...]

TdInfinity and Beyond, let's get

Starfed. This quiz will ask about
10 movies i the category of horror. ...

4 embedded-help: ...

document-retrieved: ...
@ { system-level: ...
context-related: [horror: 1.02, action: 1.0, ...]

Beyond, let's get
started.

(1) getSentence (line 8)

(4) execute (line 19)

(2) generateInpt (line 10) (5) updateweight (line 21)

(3) initweight (line 11)

(6) updateFsM (line 23)

Figure 4: An example that demonstrates the algorithm using part of the execution of the “90’s Movie Trivia” skill. (1) Vitas
chooses the sentence (“To start a game ..”) from the current outputs because it is a selection question. (2) Candidate inputs
are generated for the sentence selectéd i (1). The generation of document-retrieved inputs are discussed in 4.1, and the other
inputs are detailed in 5.2. (3) Weiglits are/initialized (if not exist) for all candidate inputs found in (2). (4) The input with the
highest weight (i.e., horror) isgelectedind sent to the VPA app, and the next outputs are received. (5) Based on the newly
received outputs, Vitas updates the weigh#s'dfall candidate inputs found in (2). (6) The FSM is updated according to the newly

discovered states, inputs and transitiofis.

We set a list of typical VPA verbs that often afipeathe.g “play”
and “get”. We use SpaCy [7] again to calculate'the similasi®ef
the verb in the phrase with the verbs in our list, and digectly
use the highest similarity value as the initial weight. In this Wy,
most invalid inputs are assigned with a low weight of about Qg
to make sure they will not be invoked frequently.
¢ Embedded-help inputs. Embedded-help inputs are composed
of expected inputs to VPA app’s questions when user asks for
“Help”. The initial weight of embedded-help inputs is 0.7.
Context-related inputs. The context-related inputs are often
more closely related to the current state and are more likely to
guide the discovery of new states. Therefore, the context-related
inputs are initialized with the highest initial weight of 1.0.

Updating weights of candidate inputs (function updateWeight).

To avoid the same paths being selected repeatedly, dynamically
maintaining the candidate inputs’ weights is of great importance
to the exploration. We summarize four elements that can affect the
weight updating as follows.

o Input type. The context-related inputs and embedded-help in-
puts have the highest priority because they are more related to
the context and app functionality. Document-retrieved inputs
are extracted from the document and they may not be valid, so
they have a lower priority.

e Covering a new functionality/state. Covering a new state
means that the VPA app’s outputs contain a new sentence, and
covering a new functionality means that the newly discovered
state contains a word that represents certain functionality (see
Section 4.2). If an input can trigger the app to cover a new func-
tionality or a new state, it has the potential to explore more
unknown states. Therefore, we increase its weight accordingly.

e Number of invocation times. The number of invocation times
of an input is inversely proportional to its weight. The reason is
that if Vitas has already executed one input for many times, the
possibility that it can still lead to a new state is low.

Suppose we are at a state s;, and we express the input set of s; as
Cla {c}, C?, ...C1"} (n is the current size of C}). After selecting the

1
APt Cf from C;‘ as the input, we reach a state s;+;. Now, we
update theweights of every candidate input Cllf from C; (1 < k < n),
repregented a8 W (s Cl’.c), by equation 1.

aT(si, CK) + BV(si, CK)
yN(si.CF)

Here, T repxfsents the input type factor. Context-sensitive and
system-level inputs have the higli@gs weight as the system is more
likely to have meaningful #€sponsc§ to them. As we mentioned
in Section 4.1, document-fetrievedfinputs are assigned with a rel-
atively low weight as they canfConfain some invalid inputs. In
order to prevent frequent interrupfions in'the execution, we set the
minimum weight for system-level inpufs.

W(siJ6F) = 1)

0.8 C{F is a documenifrétrieved input

k R .
G C{.‘) _ 0.4 kCi is a system-leVel input @
1.0 C; is a context-relatedfiriput
1.0 Cll< is a embedded-help input

V represents the covering new states / functionalities factor.
V(si, C{.‘) is initialized to be 1.0. Denoting the value of V(s;, Cl].‘) be-
fore executing the input Cf as V'(s;, Clk), the new value of V(s;, Cg‘)
is calculated as follows:
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input 1, W1
<T1, V1, N13|
To start a game
hoose a category, categorie

clude action, comedy, dramg
and horror.

input 2, W2
<T2, V2, N2>|

To start a game.

include action, comedy,
drama and horror,
will ask about’
10 movies
. horror,
(a) First visit. Vitas selects the input with  (b) Second visit. The weight of “horror”
the highest weight (e.g., “horror”) as the  was updated after the first visit, but still

actual input. the highest.

input 1, W1
T1, V1, N1>|

To start a game

hoose a category, categori

clude action, comedy, dramg
and horror.

(c) Third visit. The w
was updated after the seco]
“drama” has the highest

(d) Fourth visit. The weight of “drama”
was updated after the third visit, but still
the highest.

Figure 5: Adjustment of weights in isit of the same

states.

V/(s;,CK) + A

V(si,CF) = .
V' (sis C; )

1

®)

0.1 only a new state 1

A=
-0.3 Sj = Si+1, it is a self @

-0.2 si+1 has been visited before

©

N represents the invocation times factor. N(s;, C{.‘ ) is set to a
constant number M for all the inputs in the initialization. N(s;, C{.C)

is increased when C;‘ is executed, and the N of other system-level
inputs under s; is decreased to make sure that the system-level

inputs have a chance to be invoked near the end of the execution.

Denoting the previous value of N(s;, Clk ) before Cf is executed as
N'(s;,C :‘ ), the value of N(sg, C :‘ ) can be calculated as follows:

N(s0.Cf) = N'(s0.Cf) + 6 )
1 ck=cl
0=19-1 Cl]~c is a system-level input under s; (6)
0 other

Figure 5 shows the change of the app model after each of four
visits of the same states. The expansion of the model benefits from
the proper adjustment of the candidate inputs’ weights. In Figure 6,
we demonstrate the “complete” model of “90’s Movie Trivia” built
by Vitas after executing and exploring the skill for three times. It is
worth to note that since we only explore the skill for three times,
this model does not cover all the potential states.
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Grry, I'm haviny
rouble accessing you
Q0's Movie Trivia skil
right now.

My Rewards/ My
Stats/ hear your stats

categories include
To hear what badg getion, comedy, dramg
ou have earned say My and horror.

o start a game

choose a category, comedy

drama

Rewards, o hear your
tats say My Stats, An epic mosaic o
> interrelated characters in
10 movies search of love, forgiveness, and
in the . \meaning in the San Fernando,
category | i quiz will ask ab3 smoking Valley.
of horror 10 movies in the orgiveness

gategory of horror,

Wo detectives, a rookm
‘and a veteran, hunt a serial
killer who uses the seven
deadly sins as his motive;

“After being hypnotized by s

Gisterinlaw, a man begins seeing haunting
visions of a girl's ghost and a mystery

egins to unfold around him

begins

veteran drinking

A day in the life of a /smoking
group of teens as they travel Jhorror
around New York City skating

. drinking and smoking. /drama

10 questions

Put your skills to test ﬂ

Wo criminals and their hostage? Jcomedy
Unknowingly seek temporary refuge in a ™
truck stop populated by vampires, with hear your y

chaotic results.

their hostage stats Rewards

P Use your free R
just say hint if you get

stuck and need a bit
o' help.

he unburied dead return t&
ife and seek human victims,

embark

you guess the movie
plot being described

Tn a remote military outposT
T the 19th century, Captain John Boyd and

his regiment embark on a rescue mission which
es a dark turn when they are ambushed
by a sadistic cannibal.

Stop

Hasta la vista, baby.

Figure 6: The FSM model of “90’s Movie Trivia” generated by
Vitas at last.

guess

6 PROBLEM DETECTION

During the exploration, Vitas detects weaknesses from the app

under testing. Every time new outputs are received, Vitas checks

the outputs to detect problems. It mainly focuses on the following

five types of problems that we summarize from the literature [21,

6, 32, 33] and our experience.

P. em 1: unexpected exit. This problem occurs when an app
su Xpectedly during the interaction, when no obvious exit

tput. If there is no clear exit signs to remind
dbye” and “thank you”, it raises an alert.

asks the user for privacy informati
reported by Skillexplorer [2
Oracle of P2: Vitas mat
app outputs, such as “yo
To reduce false positives, e.g:
only when a keyword appears i

rds related to privacy in the
il”, “gender”, “address”, etc.

» «

gives a 1nput of “Stop”, Cancel” or “E
This problem is also targeted by Zhang et al. [33
Oracle of P3: Vitas gives inputs accepted only A service,
e.g., “What’s the time?”, following a termination input to the app.
If the respondent is still the app, it reports an alert. Vitas will start
another execution after detecting this problem.

Problem 4: unexpected app started. This problem occurs when
some apps share the same invocation name, or multiple apps have
confused invocation names, as reported by Kumar et al. [26]. This
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problem leads the user to opening unexpected apps.

Oracle of P4: Vitas relies on the prompts from the VPA services
to detect this problem. When opening an Alexa skill for the first
time, Alexa prompts for the name of the opened skill, such as “Ok,
Here is <skill’s name>", or “Here is the skill <skill’s name>, by
<developer name>". Vitas uses the name of the opened VPA app
to check whether an unexpected app is started. Vitas will stop the
testing of this skill immediately after detecting this problem.
Problem 5: unstartable VPA app. This problem occurs when the
invocation input is given, the called app is not started.

the ex ne. Second, the VPA service directly informs Vitas
that t iongimput is not recognizable, although the app is
listed in the ap itas will also stop the testing of this skill

7 EVALUATI

In this section, Vitas is evaluated on its coverage, efficiency, and ac-
curacy of problem detection. To characte e quality of existing
VPA apps, we conduct a comprehensi on Amazon skills,
the apps of most popular VPA ser; o show that Vitas is
applicable to other VPA apps such as

7.1 Settings

Settings. Since the speech-to-text and text-to-gpee
time-consuming and may bring additional errors. Ithour
we use the simulator of skill [3], which is provided by
teract with skills using texts instead of speech. The main
between the simulator and the real machine is that the s
also takes texts as inputs, but does not support flash-briefing s
Dataset. In the evaluation, we prepare two data sets. One is a La;
scape set of Amazon skills online. Amazon skills are classified into
20 categories [4] (23 in Amazon store but three of them are cov-
ered by other 20). Since the skill simulator does not support the
processing of skills in the flash-briefing category, we skip this cate-
gory in our testing. We obtain all documents (e.g., name, invocation
name, and description) of the rest skills into a large-scale data set.
We randomly select 150 skills from our dataset as the benchmark
dataset, on which we evaluate the performance of Vitas. In addition,
to evaluate applicability of Vitas on other VPA apps, we also collect
150 Google Actions and apply Vitas on them.

Baselines. We compare Vitas with mainly two techniques includ-
ing random testing, and Skillexplorer [21].

process is
—

e Random testing. This strategy uses the same input set and
model construction as Vitas, but selects input randomly at
each state.

o Skillexplorer [21]. Skillexplorer is a state-of-the-art model-
free chatbot-style VPA app testing tool. It uses NLP-based
input generation. It has no guidance during testing, and uses
a pure DFS traversal.

The evaluation was run on the Ubuntu 18.04.5 machines with
AMD EPYC 7702P 64-Core Processor CPU@1.996GHz and 2GB
RAM. We make the source code and complete experimental results
online, to faciliate future researh in VUI testing [10].
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and random testing.

o
Z 001 26.5% 73.5%
% 157
g 251
o 36““ ‘ ) ‘Qua ) ™ W ™ G0 et
15 \me,‘\ \/\0\5, \Q“‘m’\ \\“%’L \15“3"5 \50%\0 \\“0%‘\5 +

state space coverage difference (Vitas against Skillexplorer)

Figure 8: Comparison of state space coverage between Vitas
and Skillexplorer.

7.2 The evaluation of Vitas

Our evaluation aims to answer the following research questions.
RQ1: Coverage. How large is the state space covered by Vitas’s
uided exploration strategy, compared with the baselines?

Q2: Efficiency. How long does it take for Vitas to test an app on
e? How many interaction rounds does it require for Vitas to
e same state space coverage compared with the baselines?
acy. How is the accuracy performance of Vitas in prob-

tioned in Section 5.3 as «

7.2.1  Study 1: Coverage

dataset. In this experiment, we set a
testing of each app as Skillexplorer [21
testing time of a skill is about 627 secon

Figure 7 and 8 show the comparison of sta
between Vitas and baselines. Vitas reaches eq gher coverage
than random testing and Skillexplorer in 81.6% and 73.5% skills
respectivelyl.

Due to issues like stability of internet connection and availability of specific apps, some
apps may fail to be executed during testing. Therefore, we conduct the comparison on
the set of apps that are successfully tested by all three techniques.
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e state coverage achieved by manual testing,
ing, and Skillexplorer

As VPA apyp

ack-box services, it is difficult to obtain the
exact size of the S

. We read the document of each app
in our benchmark dat manually test them for multiple
times till it no longer. s new outputs. Then, we take the union of
unique states that are generated by manual testing, Vitas, random
testing, and Skillexplorer into a comple I t. We take this set as

the ground truth. We then report the afferage §tate space coverage
of each technique in Fig. 9.

testers tend to give meaningful inputs, whi
be triggered by invalid inputs. We also observe t
a similar level of state space coverage with manu
only 10 minutes, and it outperforms other tools signific

Answer to RQ1: Vitas reaches equal or higher coverage th
random testing and Skillexplorer in 81.6% and 73.5% skill
respectively. This implies that Vitas could efficiently discover
more behaviors of VPA apps than other techniques.

7.2.2  Study 2: Efficiency. In our experiment, we give techniques 10
minutes to test each app, so we skip the comparison on the testing
time. Here we evaluate the efficiency from the aspect of the number
of interaction rounds that are needed to achieve the same state
space coverage for each technique.

Since two techniques may reach different coverage of the same
app in 10 minutes’ limit, directly comparing their interaction rounds
may lose fairness. Thus, we only select those apps whose final state
space size obtained by two techniques are within (-10%, 10%) to
compare. Figure 10 and 11 show the number of interaction rounds
required for Vitas and the baselines to achieve a certain state space
coverage. We can see that Vitas needs fewer interaction rounds
to reach the same coverage than other two, and keeps ahead to
the end. Especially, Vitas spend 36.8% less interaction rounds than
Skillexplorer to achieve the same level of coverage.

Answer to RQ2: Vitas requires fewer interaction rounds to
achieve the same percentage of state space coverage than two
baselines.
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able 2: The summary of testing results and accuracy on the

pl p2 p3 p4 pS

28 3 9 3 2
28 3 1 3 2
100% | 100%| 11.1%| 100% | 100%

ing experiments on the bench-
f apps that are detected with
problems. We remove the ose apps that are affected by

network errors. We try to

is a summary of testing results
We can see that except the acc

100%. We manually collect a set of apps
on the real machine and test them with Vitas.
that the apps marked as unstoppable by Vitas all these truly
unstoppable apps. At the same time, those apps that are mistakenly
recognized as unstoppable are truly unstoppable on the simulator.
Therefore, we conclude that the inconsistency between the real
machine and the simulator is the root cause of the low accuracy in
detecting unstoppable VPA apps.
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Figure 12: Average size of states and transitions of models
constructed by Vitas on skills in different categories

Answyfer 19, RQ3: We have high accuracy for most of the prob-
lems detected. The,accuracy for p3 (unstoppable VPA app) is
low due to thie inconsistent behaviors of the simulator and
real machings, whiéhi is not a technical issue in Vitas.

7.2.4  Study 4: The Sealability on large-scale dataset. The size of
state space is determined by the number of different sentences of
the skill in its all executions. The transitién Mumber is the number
of different events of a user’s input t@frigger fhe transition from
a state to another. The average sizg of stat@pace and the average
transition number of each category is sliowngit Tig. 12.

The average sizes of states and transitiénsWary from different
categories. For the type ‘home’, ‘music’ and, ‘weathepgagate-space
and transition number are relatively small. In'the ‘hoe’ gategory,
some skills require linking to a specific device to Gontinle working.
Due to the unavailability of such devices, Vitas termigiates festing
in an early stage. For ‘music’ and ‘weather’, the functionf@litiegate
relatively simple. Most skills in ‘music’ play some audio befgre exit,
and most skills in ‘weather’ exit after reporting the weather.

Answer to RQ4: The average number of state and transition
are 13.56 and 7.28 respectively for models on the large-scale
dataset.

7.2.5 Study 5: Landscape on the large-scale data set. We have shown
Vitas’s performance on the state space coverage, efficiency and
accuracy on the benchmark dataset. In this section, we conduct
an experiment on the large-scale dataset to understand the status
quo of the VPA apps in the wild. We remove those results of apps
that may be inaccurate because of network exceptions. We list the
numbers of apps that are detected as flawed by Vitas in Table 3.
Due to space limitation, we release our testing log of each app in
our website [10].

We can see that apps with p1 account for the largest proportion.
Some of those apps quit without any obvious exit signs, but they
complete the claimed functionality before exiting. So we further
divide p1 into two categories, including those completing the task
and those not. From the results, we can see that besides of those
10,881 apps that complete their tasks and exit without giving notices,
8,086 apps quit suddenly even before their tasks are completed.
From our experiments, we find that the developers’ careless designs
may be the root cause for the high problem rate.
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Table 3: The summary of problems detected by Vitas in dif-
ferent categories.

category | total | p pl pl pl p2 p3 p4 p5

(p1 + (com- | (not

ot plete) | com-

p5) plete)
business | 2093 | 893 788 294 494 180 53 15 20
car 123 47 46 15 31 1 1 0 1
education| 5549 | 3134 | 2866 | 1632 1234 | 80 317 109 148
food 1231 674 631 257 374 48 25 7 29
game 5813 | 2411 2079 | 973 1106 | 154 202 97 114
home 882 454 431 56 375 10 7 11 13
kids 3558 | 1000 | 646 375 271 14 17 118 298
local 1060 | 451 411 181 230 44 14 12 16

movie 804 631 602 493 109 10 24 10 15
music 5802 | 4206 | 3898 | 3128 | 770 12 189 166 151

news 1146 | 601 538 315 223 47 11 12 19
novel 2698 | 1731 | 1631 | 993 638 17 33 90 54
product | 4544 | 1975 | 1784 | 679 1105 | 76 55 91 57
shop 351 113 105 40 65 16 5 1 3

social 1606 | 608 547 255 292 34 11 20 23
sports 1201 578 527 260 267 4 18 34 12
travel 1127 | 389 350 137 213 48 14 12 13
utility 1346 | 769 610 380 230 31 13 18 9
weather | 647 688 477 418 59 4 5 9 6
total 41581 | 21326 | 18967 | 10881 | 8086 | 830 1014 | 832 1001

Table 4: The summary of testing results and accuracy of Vi-
tas on 150 Google Actions.

problem  cate- | pl p2 | p3 |p4 |p5
gory

simulator 10 4 1 0 61
verification 8 4 1 0 60
accuracy 80% | 100% | 100% | - 98.4%

Afiswer t§/RQS.” We test a total of 41,581 skills, and find
thah 51.29% dfsthem have problems. Most apps suffer from
p1 (expegied exit). We further break down the apps with p1
into two'typesiccording to the completeness of their tasks. It
is surprisingffo see 42.6% of apps with p1 exit their execution
without completing their tagts:

7.2.6  Study 6: The applicabilitydf Vitasqn other VPA apps. To eval-
uate the applicability of Vitas fordther VPA apps other than Alexa
skills, we apply it on 150 Google Actidiis randonily downloaded
from the app store. Similarly, we ugf’Googlé s “simulator” as the
testing platform [9].

Our testing results for these Actions age showjiin Table 4. We
confirm the results manually on the real machine tegfheck the
accuracy. We can see that Vitas is fully applicablé {8°Google Actions.

Answer to RQ6: Vitas is also applicable to other VPA apps
like Google Actions. It achieves a high accuracy of problems
detection on Google Actions.
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7.3 Discussion of Limitation and Threats

On some of the benchmarks, the state space coverage achieved by
Vitas is comparatively low. After investigating this problem, we
find that it is caused by the inaccuracy of detecting question types
and generating inputs. For example, “Ready?” is a Yes-No question,
but the verb and subject are omitted. The complete question should
be “Are you ready?”. Such incomplete sentences make it difficult to
generate inputs, and further, affect the expansion of the state space.
We would explore advanced NLP techniques to help with sentence
understanding in the future work.

The accugdeydof problem detection can also be improved. As
mentioned'in Secti@n 7.1, we use simulator of skill [3] to interact
with skills. Fassome skills, the simulator uses a version newer than
the one on the real@@ices. It is not mature enough such that we find
more problemgfon the simulator than on real devices. Furthermore,
the simulator Sometiafics may have network exceptions, so the test
results may be affected,

Last, our model cas have redundant states that include different
sentences but are semantically equivalent. We will conduct semantic
analysis to simplify the model in future wogk.

8 RELATED WORK

Model-based Testing. Model-based tésting is a Widely used ap-
proach for various testing scenarios [30]. The mgst important and
challenging task in model-based testing is'tg,extractfthéimodel of
the tested system [18]. In this regard, several studjes haxe bgen con-
ducted to automate the model extraction processqChow [15Jmses
the FSM to model the software internal logic. AndrotdRigpes [11)
AMOLA [13] and Stoat [31] are typical tools that use the FSM#@o
represent GUI behavior.

Generating test cases from the built models is another key cfim-
ponent of model-based testing. Various coverage criteria are extef=
sively used for evaluating the adequacy of tests [27] and selecting
suitable test cases [12]. Instead of randomly generating test cases
that satisfy the coverage criteria [12], Hierons et al. [23] propose
to use a stochastic model and extended mutation testing to model-
based testing. Test cases are generated on the mutated model. Su et
al. [31] also use the stochastic model to describe software behavior,
but the test cases generated from the model are dynamically mu-
tated according to the execution feedback. Besides, W [15], H [19],
SPY [17] and P [16] methods are proposed to generate n-complete
test suits based on a pre-built model.

VPA app Testing. Some recent studies have been conducted on
testing VPA apps. Skillexplorer [21] analyzes the skills’ outputs and
generates potential commands by NLP techniques. After that, it per-
forms a DFS-based exploration of the state space to detect privacy
violations. LipFuzzer [35] is another VPA app tester. It generates
voice commands that are likely to cause a semantic inconsistency
and mutates the voice commands. All these commands are fed to
the VPA apps to test whether the apps can understand them cor-
rectly. Different from these studies, Vitas proposes a model-based
VUI testing method for VPA apps. It conducts model construction
and exploration guided by weights of each command. In addition,
Vitas targets five types of problems in VPA apps.

Security of VPA apps. More studies focus on the security issues
in VPA apps. Kumar et al. [26] discover the skill squatting attack,
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with a focus on speech interpretation errors. By leveraging the pre-
dictable speech misinterpretation in the speech recognition process,
users can be routed to a malicious skill. For example, a malicious
skill with name “four moon” can be invoked even if the users expect
to wake up a skill called “full moon”. Zhang et al. [33] propose the
skill masquerading attack. Malicious skills pretend to terminate
execution by saying conclusions like “Bye”, but still eavesdrop on
the users’ conversations. Some studies [20, 34] find that VPA apps
eavesdrop and upload users’ daily conversations. Long et al. [14]
discover the unreliability of the skill certification by successfully
getting 234 (100%) policy-violating skills certified. Recently in 2022,
Skipper [32] reports that skills may collect data types inconsistent
with that declared in the privacy policy. It will be an interesting
work to extend our model-based VUI testing method to handle such
security issues in the future.

9 CONCLUSION

In this paper, we propose Vitas, a guided model-based VUI testing
method to test VPA apps automatically. Vitas retrieves semantic
information from voice feedbacks by natural language processing.
Based on the outputs of the app, it incrementally constructs the
FSM model of the app to represent the app behaviors, and then
employs a weighted exploration strategy guided by key factors such
as the coverage of app functionalities. Our experiments show that
Vitas can achieve higher state coverage than the state-of-the-art
tools in a more efficient manner. We evaluate Vitas on 41,581 Alexa
skills and find 51.29% of them are with problems. Our work reveals
that the current VUI designs and implementations are not mature
enough, and sheds light on the improvement of VPA apps.
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