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Abstract: Buffer overflow vulnerability is one of the most widely exploited and dangerous security vulnerabilifies, it is extremely
difficult to eliminate buffer overflow vulnerability completely. A lot of buffer overflow detection techniques and tools have been proposed
in the academy and industrial. In the face of numerous tools, itis a specific and practical issue that how could users choose these tools
effectively and applied them to the application aspects such as detection and repair, prevention and protection, ‘measurement and
assessment. It is necessary to establish a clear map among different user requirements and multiple buffer overflow detection techniques

and tools for sake of solving the problem. On the basis of an overview of the types and characteristics of buffer overflow vulnerabilities,
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buffer overflow detection techniques ant tools are analyzed and elaborated from three application perspectives, i.e. software life cycle
based detection and repair, buffer overflow attack stages based prevention and protection, knowledge and understanding based
measurement and assessment, which created a map of user requirement and techniques and tools to a certain degree.
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Fig.2 func function and its stack frame
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Fig.3 Example of stack smashing attack
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void notSafeCopy(char *input)
{
char buffer [128];
for (inti=0; i <= 128;1i++)
buffer [i] = input [i};
}

Fig.4 Example of off-by-one overflow
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@ (b)
Fig.5 Heap memory allocation and heap overflow example
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Z WU AE il BRI /N R AR B )R /IME T, User data 343 BFER AR5 5 N B0 (19 buffer XK. chunk3 & — I
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THEPHT— A W AF Y chunk3 (R ) $£F 8 1) chunkd, J5 048 £H4R 17 T chunk2.chunkd4 &5 g m — > 9 A7 B,
Har AR T8 T — W AFER, S M FRERTE 7] chunk3. 8 S()I R T — A2, chunk 1 H (¥ User data
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25 PN P A7 e, 0 2001 S S TN 4 S B BB B chunk3. 2L R U1 R :chunk3—fd—bk=chunk3—bk,chunk3—bk—
fd=chunk3—>fd.}J} fd #& W47 & 12 752 )5 0 A0 B K E (T Returnaddress fO (1) Hhk) 25 Bt bk 48 {7 5 (1)
H(RF Codeto jump over dummy Hilib)HE S bk f& {75 8 T2 i 1) N A4 & I {E (dummy P B k)24 fd
TR A B EED Localvariable fO Fubil) 85 K, 26 B S(b) P 3R (0] b1k 2 4 — N 38 ) Wh B AR 1 $5 4 2
BT O A A £ kDX 3, 138 T AT R N B AR i (Injected Code).
113 Hols B

HoH B o 105 B s 2 AR, B B A7 ik 1R R R R R R A 10 4 SR/ A AR B i P 6 TR,

static char buffer [128];
static int (*fptr) (const char *str);
main (char *str)
{
fptr = (int (*) (const char *str));
strepy (buffer, str);
(void) (*fptr) (buffer);

}

Fig.6: Example of data segment overflow
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void copy (char *str)
{
char buffer [80];
unsigned short len;
len = strlen (str);
if (len <= 80)
strepy (buffer, str);
do_sth_with (buffer);
}

Fig.7 Example of integer overflow
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Fig.8 « Features of buffer overflow attack
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Fig.9 Stages of software life cycle
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PR i Y IR PR AT DU M i e et ik 41.8%.
o AT
5 [ M R 2240 70 R 2082 F) Wagner 11 BOONDVRE L T 2 0 43 7 110 4% v [X 38 H A0 1 2L (v i RUAC R,
W 45 5 Bl ol 52 5000 28 20 2 2 e DX A g — A s KN R 2 1K 85 10 B BORE Xt % i X (1 45 £ e A
Ay 27 X B 14 s T4, 3 T 7 % 1o X ) 40 SR A ) JL 0 A 500 R 1) 40 SRR A 038 ok o 28 T P R 7 440
FOG AR AR, e S BT 6 1K 22 0P DX 385 1 51 6. (L BOON S L PRy G MG 38 A1, S 56 45 9, BOON . [F13 41 55K 90%.
o FFEHHUT
5 AT B AR 3 100 7 2 SR R BAA T SO, 2 S 30 AT 1) — e, 8 28 5 A S B N BRA T
T R A DG 2 R BIFR P Y 1 B TR 5% I R 0 A B T 240 4% o S A, 2 i 7 A K ) 2 T A 5 AT
AR HEAT 28 D38 HAS I () T L7 ARMOR,ARCHERM™ 2% v ARCHER J2 4 T 74 5 047 A1 i 42 U o0 AT 42



Ak E FRATEANANETREAEENBEAS T L 1729

AT 5 00 FH T 20 A 304 v 50 20 s ) 1) 79 25 0 T 0 L ARCHER 3 3 388 73 3 A i A 48 0 i A B e B 06 T
P AE U 0 ), 3 1 A 5 8 T SR gt 3 A 75T 1260 ) 2 45 1T R T, AR S B T SR AR S IR A R T RS AT M U
LA A v VR L ey SRR A8 Y %0 P v, I B SR A8 8 0 B, 3T LA 1 5 5 AT 10 9 ¥ 5 3 A7 41 1T Ak
PR 7 AR 52 B ) i SCHR 41 R T — AR f 1 73 HT T ARCHER, Splint, UNO,BOON %5 25 43 #7 1-.H.,
g5 R 7R ARCHER R ILELUF A I 20K 90.72%, JLT- % A 3G UNO Kl 254 51.89%, [RIFE 3 A 54 ; Splint
WZEH 56.36%, R F 4 12.03%;BOON B I 2, K Ml R AL A 0.69%.
o EFEH
S FRAIE W R A0 A AR B R e O AT O 8 SURI 22 4 P T 2 o 38 4 o B O 8 4 S N 3
SE PHUE B 25, 100 1 R 000 5l B 10 G W0 i 50 6t Ay 32 26 24 =X 10 1 ) . 2 S BEIE B 23 F W X 268 R A SR T
S5, DU 58 T YR AN A E B B LD A T o EIE B AT DL AR B BROIR 7 AN AL AE T A e R R e DL
AR SEIL A Bh Ak SR 6T FRAIE I E R B 9% b X s A I T B AT ESCUHAN CSSVIRIZE ESC S ] i1 i
Modula-3 1 Java P4 5 AR A (¥ 2020 B 0 T - 2 e N B P R 5 IR AR 5 ) 36 E 4 R = AR 28 7 A
KT VRRE AT M L0 1 4 AF 35 o 77 AR 108 48 20 U N 3 5 BEAIE W 38 Simplify 5 BCIEIE . 4n SR 56 11F 2R g, D) 35
WA EURE e o A7 AR A 3, 5 FIAIE B A 45 LA S A S f51).CSSV NI —FREGAIE C ARH5 P R 65 7 78 7745 £ i IR A
THE 5B C YR 7R 2 A W A O A B IR AR 5 R R4 0 BT 5075 GOLF EAT S % 1) il 44 43 #r 3k
T A 5 R 3 e oA R 5, e 5 Y T 1) 5 2 M A 5 23 A B0 R i 1) 0 S B 0 o A N R e 3
5 R I
o HHERIETIG
HE TR A, 56 f A RO AR A A 95 IR IE R 0 A2 ROAT D9 AT SR A FH I B i o S 8 A 3R
SXof R RS 6 1D 2 A M JT R AT 220 0 B 1) 45 4% AT B4R B AR N IR 2 5 1B T R 1 — SRS IE R B i
T 75 28R AR IS [ T B — SR AT A8 028, e B b R P R 2 A5 3 A 6 P T S SR T A s A )
JITAT 1T A A T, OB P A2 T R AR 6 T O 1 ) A A 6 e 2 A 2 A M ) R GRS T R S A R
19132 FHARE ARG 560 7 ¥ AT 2 0P DX 3 HAS 00 ) S 8 T A7 UNOM MPOS™ g1 UNO 2 — TR 3L C BFF
PR B V19 IR VR (R R RS 56 1 HL MOPSS #& Berkeley k2 T 2 [0 7T AT 0E R 175 38 46 )38 9 AH DG ¥ 22 A 1k R
(R ARG 56 T L DL T A AT ESPxU Buf STAT! 14 Sk 1455 UK 565 1) 5 0 AR A8 T 8 B AIE W ) LSz B 1 3
A AR SRR A B A FRCDR AR, ) B T IR R A4 22 ) R A 1) .
2.1.2  HwmiFM B
X2 SR Xt A A R I T R S O R (0 g PR AR ST R W] o W S — S R i
i B AE B CL S A B AR AR R T A StackGuardm],ProPolice[49],Purify[so],CERD[S1],lnsure++[52],
TinyCCP185; 55 — & S B 2e 4 K 7 AQRNE 1 TAE W CCured™ 38 1 # & 20 Mr ¥ 4341 70 4 SAEE,SEQ
A WILD iX 3 Fi2 AL PR 3 8486 HEAT 20 JSA 2R 25, 01 SAFE BU W Fa i & 2 5 o0 5. SEQAREHIG 7 Fotth
HESE [ 55
2.1.3  HARRASEY B
A H AR AR B BTG P9 A A 38 3 S D I (0 35 1 B A A T 4% o X b A U g S SN Aok
FEA 4y Ay 32K,
o BRI ) TR vk, BB RV G B AN AT A A ) e R BV e A, TR TR AN S 1
FERAEAT HE N R B A I M7 (6 T IntScopel™ Hog nl AT SO FE AL b v 1) 5 Rk, FHiE T 7 5
PUAT AR 00 98 £ (0 2 B IR IR 2R B T LA 45 WinSafel®®);
o ERTJRAN TR G vk, BB A e SO X Bl s T s S e IR A R 2 S, 1 T v X R
32 3 167 51, AT 3@ A L ¢ pateh /TS AT AT SO IR R A, 308 17 A o i A SRR (R G Sabin B HE 35T
F5A ML ) R AR L BTURT Flak 42 H A0 454 A ) 308 #h L DL iy 385 ) DA B ST AR v — B 45
A (R A 20 % 1 DX R /N (1) 508 s 2 ) 8 9 o o PR AT S AE 5 AR AL
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o G RENRVE N JTVE, BT IE F A 2 R R S B U A N R R AT R, A SR SR fioh A B A 1 22 4 Y VL, DU
TR B I bR & R A2 1R 7 85 Fuzzing 3 I ) 45 D RS -8 A1k~ A 20501k 1) iy N (R RT R S A e B 4 2
I H BA — 5 SR T I BE MU ), K 2 3 FH 2 7 2 75 i 1 %0 A 2 RT B P A i N o M s 1 R
PR BRAT 175 D0, 2 I I rb 5 0 T 3 20 % v X 5 U 31 e 28 4 %o % v DX 3 M s VR P R T T B A
AFLP? Dowserl®) SwordFuzzer'®"!, TaintScope®4% . Fuzzing 5 52t 3 B 4% & BLAH 1) vk 78 (1 22 3 X 34 HY
T ], JHts e A ] 7 A R R N R R BE 7 o H AR R AT A A8 S0 Symbolic execution
B0 0™ A e T i PR O R P 49, g R T ] R 4T S AT HE SR AT Angrl®) S2EI R
BAPI®IL
2.1.4  HER NS
— 7 T I A ) o i R 2 A R B 3 B e DX B P B HE T 5y — 7 1L R B AT K
AR A BB 50 2% o DR 1 SO Fr RS it 6 A T B 9T LA TR % M B mT A 2k B R T B A % o DX A Y TR 1
THEAZ 43K
(1) A2 AP R B 55 L B 4 81716, 40 FormatGuard /& glibe [ — 458, o mT DUZEAS 75 2 B 35 PR R
FE 38 A7 P B8 AR B ORI ) A 2 Ak 7 775 B R R DBl B 10 0k ALY LibSafel o0 — 2 LU
S 5% MRk i 0 B0 RS X 1 R VR B ) PR eR B0EE G strepy (+), printf(-) S REAT T8 i e ax gk
16 UG 1 R B — 5 TS IET SO T s 3 — 5 TR 7T LA R 28 o DX it 90 L 4 B o 70 > Wi A 0 A8
VN R T IR [t R A 4 P AR TE VR 18 5, T LA 0 B L A AR ) 0 A AR AT AR
i LibSafeXPOE ) LibSafe (4 2, fii-LibVerify ®*Yfi [T F1 StackGuard 3180115 25 J7 123k k4T
HORIR Y
(2) BAERZ AN T SEOLHER A Al 31047, 401 OpenBSD,PaX*) DEPV4%;
(3)  BEAESCREAR AT AT I AE, U1 Intel AMD “NXVHAE,
2.1.5  WARIEAT I B
EMNRB AT B AE T S M S HARE BN 2haxys Jedr ity IRA AT I7 351 R0 12w b4l =
W AE BT INRE AT IR 22 i X 3 e .
o ORI
BRI — T A5 ] R~ A 280 AT B AR R e B4 T U, 8 AR I L MR 7 i AT I A R e R A AR
B R GEIRIT (0 7 U T3RR3R T 451 £ 7= A g 2XRT B4 DA T 2B A R (generation based ) BB i
55 3L F A5 5 ) (mutation based ) B I3, 41 78 I 2 i AR T 2 - SPIKEYY Sulley!”™, Peach! V4% i i
FI P2 5 Session A5 A el 18 481, D] Sy K A= B i) 003 P 4970385 A2 98 v A 2K, W DA B b il 3 v v 46 350
O3 HENTR S8 SOZ 2 AT B8 2R, WO & 1WA v 485 A AL A0 N TR R 3 R 2 1, L 7R ) R A S 1) A
MR T 21 AFL, LibFuzzer” V25 JE T FEFEAiHE R BAE LY 58 seed JERE_E W T AS [7) 48 5 511, 1 i 2 AR08 1 491,
T8 4 75 R I R S AN I AR T DL A5 T 2 A R 0 49, T OE T S B N TR R L RS R AU K
() . M TR S T R 0, P A 00 2 o [X %45 R A ) T 2L AFL,LibFuzzer,Dowser,SwordFuzzer, STOBOYS,
FLSI712%:,
o BNEVGHIIT
BTG R BT AR FR P AT I 3 2 v AR IS BAAT SRR AR 1075 Qe B . PRER B V5 G A5 B A% 38 K I v e
Hod ) A vk A% T AT A B R B B B A . SREURIAAE BB .75 s A g R — T B o 3 AN AR
V5 QR . PRERTS A B AR v Qe B AR R AT 0 B BN AT s A AT B AR e i B G WU P A 7R R
1E T 14 R) IR SR A5 R 5% 00 3% 1 BT 6, 5 P P 4 o AR 6 1 (1 T L 4T TaintScope®, Dytan!®*14%,
o RAPIT
TRAIATEE IR A PR SAT 7 248 EARAAT B[R] I 5k B AT 3 A AR EAT 455 AT L AR ST B 1 v
SE T BEUCIR A AT SR B AT A A P AT e 450, DR G 3B S T R R, 1 VR B AT AN T E S AT 5 AT I R ZEAL B
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o IR A AT S RN, B 4 2 R — A2 SR ) A T o G R Al R LA 2 AR 1 [ B R R S A
I3 AN AT DL B %428 20 (1) — AN R, ) P SRR 25 5o AR 480 5 10 38 249 TR SR A, 225 A, DU R e S N T ) —
% AT AT B A AE B R R TR I R IR R R B 4 s )L R R A AT TR DARTR,
CUTE® SAGE®* EXE® KLEE®®! Angr,S2E 1 BAP 2%, 3L i :DART M1 CUTE [ % 4% 25 [ 48 &% 5 I A2 0k £ 45 0%
72— IR A AT Z 5, X BSR40 29 I 55 5 — 29 REAT B T 43 208 10 % 42511 SAGE % U R 415
X 2 AN LA T SR 15587 1 % 42 KLEE. I 45 4% 8% A2 CAT 300 AT+ 0 il il s 0 BB A — AL R SR &
T3 5% o T 2 P 0 S AL BRI Ah, SCHR[ 73160 €03% EXE,DART,KLEE,BAP,S2E,Angr 75 W ) 13 55 AT LA S IR
EPATHARE NI FE B H R TE, RAT MRS BARERE . QAR 7 T T 40800t
BE AT 45 15 8 I, 2 T A S5 9 2 B ARG 00 28 b X3t O 1 T H A5 BIOLP 7%,

2E bR, B PR A dn BRI 58 2 TR WAR 1, —E R BNl T P Sz B o 0 B4 1] S B e o)
vt PR A () B9 B3 T el PRI 1 L kAT % e DX 9 1 50 B PR RS I 515

Table 1 Detection and repair tools of software lifecycle stages

el W EAa P BRI S B R TR

Az i JE I B ik TH
il vk M 1TS47 Flawfinder™ RATS"*"! Fortify*" etc
RN LCLint™¥ Splint®"! Prefast™,Prefix**) Marple*”, etc
2 39
RS B %%&éﬁjﬁ B([)IgNl e 40]
R AT ARMORY!"*, ARCHER"" etc
S BT W ESCI?LCcsSVIH ete
B 3 UNOM* MOPS!**) ESPx!*%] BufSTAT!*" etc
GV B B ;S ﬁ?‘%? StackGuard*®) Propolice!*”’, Purify®”, CERDP" etc
HAIKS A Ceured® etc
W) TR IntScope>!, WinSafe> etc
H AR B B AT Graph Isomotphism®”;Structural comparison'®® etc
R REN AFLP Dowser!® TaintScope!®, Angr'®,S2E!* BAPI®, etc
B B FF 5] iﬂ[liﬁﬁ\%@ LibSafe!® LibSafeXP*” LibVerify**;FormatGuard'* etc
RAFEBY Pax'®),Intel AMD “NX”"1"" etc
R iRIURRY AFLPY LibFuzzer!”),Dowser'®”, SwordFuzzer'®,STOBO" etc
WRIZITIBE | BT R TaintScope! . Dytan*"Letc
B PIT DARTE®, CUTE®!, SAGE® EXER KLEE®®, BOIL®" etc

2.2 ZWXEEIEM RTINS RP

A H AR S TR 2 ASH KIS T TR X s H B0 35 R 978 1 7= il AR T, ) A0 T S5
AN TEVRFAIE (1) 2 b X 3 HE B0t P R A D WIS A28 By B 3k A7 001577, A [0 B B S mT LA g R R 26 LGk 21 s 5 R 1)
H 2

TR 2% e DX R B B B ] 10 BTOR.

WAL —>|  EPRGE  [|  SECEE > REEMR > VTRERB

Fig.10 Stages of buffer overflow attack
K10 220k DX Hh Boti B B

ANt B P A TT LG P ISR R 15 T 2 U R 4 . SR R BT A AR S
Ko, BRI MERY A RSN PR AR T 40T
22,1 HNERE B

41 SC TR [88] FF T 75 o= T 7 PO N\ 40 2 308 6 1, e T i 0, 1 0 1 38 0 X 9 A7 7 A F 9 3k
OSWAP B4 F- 2017 4E K5/ 2 42 119 Bl A4 (ELFE A 24 K95 A 3IE) 510K Top 10 24 A 2 — B7E SN K



1732 Journal of Software %4k Vol.30, No.6, June 2019

i B B A P T O e o i N B AT R o B R B R 5 TR AT 4 K.
o —RREAET B AU REAE (A8 X T T, A0 4% b IX i B O T, T AR AR 2 AR A N s v R 4
N D AR — S L R AR (A B S OB R AU A [ B . T IE AR NOP $54-. Shellcode
&), D5 b 32 AR X UC 5 S50 v i N B 5 2 200 10 05 3 B0 AR R AR R AT DE T, o SR R B TS N 4
H e A T A — 2 R b A U S A s I R (1 R A LR T B Polygraph!®
o IR AR I BRER S BTN BT G B, e B AR SR R N 1T BB dn AT S S U R A
rhpE A kA T R B T DA B T A v AN H AT VS A Bk 4 B, a0 S BB A R S ) U
A e At 4 4 AR ) B AT Tainted Pointer®”,
222 GeppIXi B
2 1 DX H O 2 v DR Ve HH B0k R AR TR HT B, e T RDORT I T % o X v B BB D PR A SR O B A A
JIT VA R A i T S e )45 AT A 2 A L AR R X ()3 2 N EAT
27 b DX i RS L 4 R SRS S T AR A 3 2R
(1) TG 1 28 105 U8 AT I () 3 A S8 RN LA e 105, 88784 (¥) T H. 4l Bounds Checker!”'),CERDP'),
MOBD!*?1%%.
(2)  FET R RIPLIE S8 n 22 A RS A5 R 1 T H A CCured™Y;
(3) R REAR ISR, i TA-32/14320°),
RS b0 N RS N A ERAE A AT 10 TR 15 550 TT LAY I 3 G % o X ¥ S Bk ) R AR R R AT E
KB I 0 R C/CH+IAE— A WAF IR AR AR AT I A A At 4 28 T C/CH+RRZ LS L 3.
223 BRI B
S VP X v 1K R IS T e O A R A8 s AR R ik L RR SR B A G S AL (AL B A L 7K
B 2 T AT S VA A B T R IR e X G NI, T % e DX v B
ST (1, LAk (B k- Ay 48], %o FEHEAT 58 Mk A A 1K I VA AT 3.
(1) ZE&F Canary #2000 SR, BIAE IR [ M HE RT3 IN—A~ Canary %15 208885 5 IR 1] bk ) 58 M 40 A %
A% Canary {B 0 5E 5P A 25 IR 4 SR 2 v X 3 HH 00 78 o 18 o0 TR [l st bk, DA R 5 75 16 00 Canary,
TR AL 3R Bl H 4k 2 T % Canary SEATRY 2, 00 R I Canary {5 CL 28 4545 50, I Hh 1 FR 7 45 HE 4 4 L
T 1Y) StackGuard ™} 4 1% 4% GCC AR b 17,7545 bR BN 11 R (8 46 4E T 2E B Canary bric, 76 6 %
R 425 SR R Canary b icd 2 75 25028 5K R B0 I HLBH 1= 2% o [X i H Bl ProPolice!*”! 5 StackGuard
FALANE )5 ProPolice 5 2855 A H 21 1) Jai ¥ A8 5 5 9 HE 21,40 43 o8 250 10 2% v X 548 Canary, £ H 1)
A G B (T R B B 45 ) i AN 2 52 B % o DX LS ) S
(2) BT ORD, R K A RS F TR OGS R (BT b il 5 ) (10 56 3 T S S B A 0 ]
b1k 77 At 1 N A7 BT HE AT 003 A8 P I PR REAT A SR 4 PointGuard Y MR e GOC G PR 51
T HE A AR TR 32 N N AE I S0 K i e B 50 I s > R 2 U ) 3K 8 5500 I, PR 2 A 2 A kAT
file
(3) T A AR, BT Ke 2R [0l b 1k 55 ) — 47 8 40, A ik 7 HG Al DXk, 224 3l FH )38 3o 5 48 b el 1 H &
G35 ok ARAIE 3R [ ik ) ¢ 3 vk MR ) T B4 StackGhost™, StackShield ), RADP %% StackShield
FEF B GCC A5 B, 75 B8 B0 U8 A 3% 1] b b s A 6T, ) — /> 4 3 B 21 A7 Ay 45 03 3% [0 b k. 22 o 25000 P
2l RIS A A PR R (] b ik 5 4 A m 9 R (B i, DA s 380 R 47 3 (e ] ik (1) H 1. StackGhost  JEAR 2K
BL, FL A& S 2 3 T SPARC Ab 31 2% 44 3 45 KX 2 4t A A% HEAT 16 50, AT S BT IR [m] bk 7 R4
BT 0B 50 M A A 1) DR SR T LA AT A0 ) AR S 28 Y DG SRR AT R T % i T A 2% o X i
B (0 1M S SR TR T TR Ry A o e 5 S 2 ) O A, T DA G IR BB A R o IS Y 190 % v DX s 1 U V.
224 SUBEEHIAI B
Brii FAE OO 1Y B MR 8 T o B e 45 il B AT AT AR IR R Bk B SR IR R AW,
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HH B b X 3t A (1 B SRR DR b e e 42 A 97 P e LY 5 3o B b A T AR R A T ke Rl IE
(1) 22 G2 VA FH AR 7 38 AT rh (0 S A8, G 48 A T DA 1A A P R s i LAY, T LA 0t 0 577 00 L 1 - 2 o X3
.

25 AL 50 4 (CFI) IR LA Ay 38 3 43 BT R £ 42 S 9 1) S M ) B o i 4 (RO ] e Bk £ it 1 1)
DA% R B0 [R5 4 ) AR I 1 44 B, A8 AT 1 B Pt i) B2 A% 48 4 (1) F bR 2 45 6 (1 44 b .CFT SR B AR 15
A3 hy AHORLJSE FAEDREL B2 B Bl RS CFL ™A% 4% il B — A A R 10 2 I B H AR, IXFPRE AH IR A 48 T 17 %2
A AHR A 2 51N EOR A RREE CFT 45— 41 A B U 2R 0 1 H b U9 31— 0 2, A BRI R 45,1 2
SEU APER R ERIE T CFL AR5 M08 TAE 35 CCFIRP® L S ms 2 [X 4 1545 18 FH 45 4 Al bk B0R 19145 4 BH 1k
L0 B AU (3R [P 45 A Bbds 2RSSR /F pR A b, — e PR B G T CFI ik JT 45 K 6 ) A5 BinCFInally ™ U 2
¥ CFUN T B4 0 i F R E Path Armort i S — AN W FH B0 552 I8 R R 1) v 28T 1) B SCigusk
CFI1 77 & kA KCoF LS CPI MR T #E RS W A% 2 A8 2 5 52 28 . B #58 U B K return2user FIAR D B 5 2
Tt O SCTR [ 1020004 5 90 10 47 A0 e 2 M AR 9P BOR A T VAN I E RE ST L B AR S5 1 38 I A, i 4 s O o 4
P T R A7 35T API-Hook J572: 19 ATFDM ™ 5 jo R 38 [ b 1k A 2 (¥ APT 14 i, S5 08 1 4 10 APT A A X
BEAT LU AT A B TS AE (1 22 oK s I I M A feel "M AT 25 5 A0 2 b X st AR 4 LR 9 4 3 AR P
shellcode ¥4 T getProcaddress 25 B8 41, 8 ZoMcAfee 4+ b 2 i HEFE T 4R 2
225 PATHEARDRY B

SR IX i B P e 6 R AR T B A, G R 5 A8 43 0k AR T VE AT T8 4 39t T RAAE 8¢ i B B
ThRH 1 Bt i b f 5 L T % 4 S SEAR I LR AP S0l 2 (M A AN ] 04T SR BEL 1 B0t AR A7 il 1 S AR v 1 22 i X
i H B

SR (1) ST AT A Al B R G0 A% TS, SR (1 T PaX ) DEPUOL AL TR T i Ak
TR B8R R 45 4 S FE 2B, W SPARC,AMD “NX7H 145

ANETERAT A (R4 7 325 T LA 2050 B 1 0 AR A7 ot 1 HE e 190 B0t (LI 0] 1 0 AR AN 70 HE A
[ Zits, 4 Return-into-Libe, ROP,JOP M it 5t 4% £ % Return-into-Libc, ROP,JOP B ifi, — M Bt & i I HE A% AN ml 3k,
17t DEPPURIBE AL 3 b1k 4% 18] ASLR (address space layout randomization)HIfi!™), AT LAk B4R 45 18 By 37250

25 F N BT 28 b DS e B B TR S AR T LR 2, e R B T S S0 R i L B
FEZE I DR H B0t 1 AN TR BA BE, T 43 3032 FH OG22 T L R A7 2 o DX 35 H 0k 1 0 5 AR A

Table 2 Prevention and protection tools of buffer overflow attack stages

2 b D BGTBY BR TG 5 AR TR

Yo b Be LREAES TH
i N Bt B B ST Bl AR A AT AR ) Polygraph!'"*]etc
CRNKLI) LT RS b Taint Pointer") etc
ot T s L s FETF g iS5 L Bounds Checker®",CERDP", MOBDP? et
%ﬁéﬁﬂg& BB CCured™ et
o FE TR RS 1A-32/1432P% etc
5 X B B T ‘Caniry StaCkGua'rdHS],Prc)[l:4(]Jlice[49],etc
(e R bR ) FeF n Pothua@ Letc
T &0 StackGhost!’”)StackShield*®,RAD" etc
e e e T HF CFI {4 PathArmor!" ", KCoFI",etc
%i%ﬂﬁ?& HF API-Hook ATFD!" ete
ERNVRED | e i R S S MeAfee!!™ etc
AT Bl AR B BE T RN RAE % PaX'”|,DEP!"" etc
(RATHAT AT TR 5 M S AMD “NX"'LADSL!"" etc

23 EFINREERERZNES 5ITM
AP A A U B R 5 T LR 58 A AR 52 o P 438 M o D s 30 £ o B 8 A7 B, 20k 1 A 1
(K322 bk e 15 B 6 P43 M 22 o X 3k JRs ) PO RE R A T B g VP A, 2 T I 1 T P o SR 7 P
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2, 1 P65 Y 75 SR I I AR 92 o DX O T AL 00 T R0 B3R AT 3 W O T 23 W BT A5 0T BT B LA
P B, BRI IR TR S IR R AR AR PR 10 58 % AL A R REAT (10 R S VR AL R X B
ST ZR G BRIt ARG o 2 DX s R A I R R O R R

KRR
(053, Wm)

v

ERTR
(WS, DS, BT

e mame

PTTT . R
- (FREEHFER, RERERE, RETEREREE) s AR

ERRNRERR

Fig.11 Measurement and assement of getting ride of buffer overflow vulnerability

11 B2 DX O ] 2% I P 2 2 B 5 DA

JRE R R R 9 (K A e T T LR e WU A DAl 1 5 P 1R 3 PR S T P R 4 SR (M 345 114 % WAL ) T
B8 U A W AR g LR ) A R T 7 gt R AU BR AR (AR RS2 o AR AR L B PR R . B AR
S0 T PE S I o TN o R NN W o8

P R4 95 SR 326 6 R it 1R HEAT 2 b DX 18 5 T 8 OO FEE T 5 PP A ) S AR w2 ) 12 s
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Fig.12 Process of measurement and assement of getting ride of buffer overflow vulnerability
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(B) )7L R A DN R A I Y ) 2 e XS U R I Ay B AR 3 IR, A T TR T R AR I ) 2 e
DX I (2R R DL KB AT B

(4 REPEARAIE P 75 TR T RAGIN BT 7= ity 2 b DR H s 9] A A R ) SR AR B e Y T R
EAINPSERERVS (& SEF Eie s

(5)  ThREFRAIIE T 2 FEAS I TR Zh REA B ) SR, HLARE F 2 5% 1 ) BE S T HL 2 757 () I B i Ao 0 A
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Table 3 Types of buffer overflow vulnerabilities and corresponding detection tools
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Table 4 Buffer overflow detection tools based on knowledge and understanding
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