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Automated configuration, simulation and verification platform
for event-driven home autemation IoT system
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State Key Laboratory for Novel Software Technology, Nanjing University, Nanjing 210023, China

Abstract: The IFTTT style event-driven programming paradigm benefits normal users to build their own customized
home automation Internet of things (IoT) system, meanwhile, it also brings serious safety and security risks. To handle
this problem, Menshen was designed and implemented, an automated configuration, simulation and verification platform
for event-driven home automation IoT system based on model checking. Users can easily set up their own smart home
systems in Menshen, and conduct simulation and verification in a push-button style. Menshen could further demonstrate
the error trace to help users to understand the behavior of the system and increase the safety and security of the system.
An experiment with a large number of cases is carried out, and the results show that 86.7% cases‘are error-prone, and the
verification only took 0.7 seconds in average.
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"Name": "AC Cooler",
"Description": "cool ingfunction",
"Variables": [

{

"Name": "temperature",
"Internal": false

}

I3
"InitState": "Off",
"WorkingStates": [

"Name": "Off",
"Dynamics": [
{

"VariableName": "temperature",
"ChangeRate": " 0"
}
I,
"Invariant"; "true",

"Description”: "The equipment is closed",
"Trust": "trusted”

"Name": "Working",
"Dynamics": [

"VariableName": "temperature”,
"ChangeRate": "-1"

)
]

"Invariant": "true",
"Description": "The equipment is working",
"Trust": "trusted"

}

"Transitions": [],
"APIs": [
{

"Name": "Turn_On",
"StartState": "Off",
"EndState": "Working",
"Trigger": null,
"Assignments": [],

"Signal": true,
"Description": ""

"Name": "Turn_Off",

"StartState": "Working",

"EndState": "Off",

"Trigger": null,

"Assignments": [],

"Signal": true,
"Description": ""

}

I

}
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6) M i PATHAESE: Hifak T 2 v BRAT
(A S I T] e BUR A FE 1 A2 4

rix (s ALl JISONM R A TH4, TR
& IE RSO . Ve P TSON ST A 25 7= 491
Kl 2 Fron, B% Name. Description. Variables.
InitState. WorkingStates. Transitions £l API, 4}l
X4 BERR . WIREYE. B RE
. W LU AT AT B RS . B R GE,
24T Off FI Working PN, w047 12510
(Turn_On) FI5LZ51] (Turn Off) PANEIME, S
I AAE Off Al Working 2 [A)#64k, H=SRAE
Working #3255 Wi B2, At 2 FAIK.

B b Y i i W E N TR iR Y =
KRG SRR R RS 45 PR g o5 A
%, AUFE 12 PiARIKRES . 22 PP AT B4 LA 11 Flr iy
s, WiEhfEikas. AL, 1. . &
B3k TR E A IR SS 55
3.2 REEMERERFE

TER VAT ST J5 T 1RRT AT 126 SR
BEATARNT . WA SO 2R BT 5SH R A LA
KNHE——XR, JEin] B 3R O Y 3 % 1)
FSM 7109,

1) FSM 24 FR 55 SCRS H AL £ 44068 I 5

2) FSM Ja& k5 3CR o F 5 s PR GRS I 5

3) FSM AR SCR R HNT B 5

4) FSM 1T# 5 3R b T RS SR H 2 a] 3
TEAEENT N . X T 54T Z WM B IT
B MHAR—/MES (Signal), J/E FSM Xt/
ILAS N 8% Signal &4 true & 3)1E.

2.2 TR RN 1 R AR DG AT AR A )
() FSM A5 i3 7

Turn.On
temp_rate: =1
Singfal_AC_On:=Ture

Rule_1_Command
_ Signal AC_Offi=true

AC trust - =Temp:irust
attacked= =false
temp_rate: =0
Turn Off
Signal_AC_Off:=true
temp_rate:=0

(a) 2 IHACHYFSMALRY

temp'—temp € [-1+AC temp_rate+Heating.temp_rate,
1+AC.temp_rate+Heating.temp_rate]

(b) i f% s Temp A FSMASE A
Temp.temp<26
Rule 1_Trigger

Rulel_Command
AC. trust :=Temp.trust

(c) ML AFSMAEHA!

B3 % 2.2 TR0 1 BAR R B AT AT 2 A FSM A
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R, RISV BRI (AR A . T AR A
A, T SRR S & e, s
R SAR AT LT B0l B Ay, R, g, %
JE B35 R % 1) O 3R DA S 22 P 146 o) A B8 AR 3 11
ZHM, LU g HUSLER B 140 s

FE A5 A B P Id 3 T A5 T 5 1148w Je 3L
M7, BT B ICRS, nRE 2 Rl & aEg
BiAR BN 2 I (R R P AT R

1) TR B SORS BT 34 1 1 £ X0
ISR R IR, fE¥ % FSM H s Houf PR A
HEM R . WA FPRE TG AR & [1)5%
MR, Bk, RSB AT B RS E
BRI AR B K52 mE, 2518 AC [ FSM #5288 4n
K 3@)fn, B 3@ E TS HEAFPRE X
i IR SZ W {E temp_rate.

2) MRS R ALK A FSM, Z5A & ik
X IL M, (AR AR B N2 AN )
H A,

R AL A% Temp 1) FSM A AL 401 3(b)FTR,
B 3(b) R T 1 2 1 5 U 2% R ) S il S, %)
IRBEIL R (AR 0. Rk, AT DA A R 5
HhBRAN [ 152 £ AT A EAT SRl A
3.3 KB TR RFERE KA

TEAHE ORHR R G, £ TR R OCIDERE A2 4 %%
AN RGAT R AZ O FUH] . 78 IFTTT A,
“this” fil K200 R e g M B PEBCIRS S AT i
5%, 1M “that” W NiFig 4 WINE Kk & R Hah i
L, BN s BAR R BT T ROl g 2,
I ek 3 B ik A AN i 18 i A B AT 5E ot AH DG A
SR U PR TR

FUMPEAS A8 QIR R, DRI, e ATT 2 T
IR RN TG EAEREA PRI, B, AR
AR FSM, e, BN FSM. B0 ) vhoAd 56

W% FSM 1A & RS BB Signal, #7742 # 0k
A4 F B Signal 4 true, WHHTIRSTHE, 45
A MR AL AR I Z S RS IE R, 1T
FRAEFNFINB AL R, AR 5 10 I 2 3L AR 2 M A5
U AT LB AN SR FHOC B FSM BEATAH MY )
RATH . BL 2.2 5P g “ B 1: if temperature<26,
then turn off air conditioner” 4, BN 1 1] FSM
BN 3(c) o, A RL S il B e A i A2 /N T
26°CIX—4MF, 2 AN & Rulel Trigger
IT#, EHEMlk Rulel Command iIT#, K&l 3(a)
AT A 5 bR T RS, T () ) fid = A
741 Rulel Command iE#, 28 M On IR H 4 3]
Off IR7Zs.

34 RESBHNAEHESERHNRLAEER

B W] DU AL 5 T FH P s SO ) A~ K
JE RGERIIEEARAT . MR RER T, o Lk
B UE B R AL B A PE TR RGORA, Wik &
A B T A R R JE P G RA JEE A T R 5% i R Y
2w,

VIR ARG AN A B A AT I 4, — Lol Bl
FOAREE R P AT RN KA, e, A HEZ A
MPCH H B AR m E Rl . DL, 58
ST B AT A E R, F R A A ] S |
R o WINELEE I TFFERE AT, X T FBE RGO UL
KRR AR FE SR S = A AT W) He B N 4
7, AR EEE; TR PR ES R
REH 2 A AT, (BRI T S

7t FSM Hoh e A L T —A trust A2,
FORFA G BUE o AL S G AR 2 4
MR FAEYI UG A untrusted,  HAd A5 46 44 )
WA trusteds SFAF trust B 23 bifig KU G54 55
AL e AR A, FIFELL 2.2 15 g B 12 if
temperature<26, then turn off air ¢onditioner” 4 5,
KA A il LT 26°C H 2300, a2
HAESEATER untrusted S E. WE 3(c)
Jram, BRI R b, 23 P OC I trust B E 4 Ui
JE AR KA trust L, X0 T J5UE, 484 untrusted.
SR, AN A A OGS AT h AR SR AT R S
fih < o

[FI, AR A Bt s . R, 2R
HE T AE SRR, FRHIA (S BTy e
I3 ABE LS E B E L — privacy & i,
W P EAR B AT W 28 v (1) N W8RG R public,
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FHMLIOTRE A S04k private, [RIAEHE, privacy
AR RAE % . Ay OF FAL BRE AT M 4,
WG IS A1 AT 194 4 N 25 KA AL FE AR S private, Ut B A1AZ 19
Zerh AL T B B

gty EIR A, B3 AN RS
R IR AT BL 2.2 AR 1 A, A
JRT AN VAR (1) AR FSML BT, A 55 i 52
FRIRAS B | AT DA SRS, R A5
Ui AL SRR PR AR R AT A B, S8 A
¥ Y a P WIUEIE (i AUIES (=

4 MABNFETEENHESKIE

4.1 MAEMTE

FERE 3 4, T —ER R R Gt AT
BB T BT R, AR 56 1) 4
A, TR E SRS IERAT 4 o 1N a2 4R
SERIRIG T A TR B, R e i
fEA7T CTLUVRI LI!S o ot (o FH S P4
B N ARG AT R, I AR5 T H Holedi
XS RGAT AN . AR, AR R g H
RE TG BLT, SR AL 4% N 2 4RI — 155 B
T B E AR S5 Tulk, R, A Bl AR A
ST LB TAE . BEXT TR SR, TR At T
PARIR R TT 52 1) $BUIL, HI SHe R i R 4
1T, PG AshEEEAMZ): 2) WEMY,
EEXTR RE B H B R

PRI E Wt T 6 ) P B AR ) L2
AR -

1) E holds forever;

2) E will happen later;

3) E never happens;

4) If E1 happens, E2 should happen at the same
time;

5) If E1 happens, E2 should happen later;

6) If E1 happens, E£2 should happen later and last
forever,
Horr, EV EV A E2 i P 3se g, SElii 2
B, R BT AZ A, RO CTL 57
LTL &AL

1) CTLSPECAG E;

2) CTLSPEC AF E;

3) CTLSPEC AG E;

4) CTLSPEC AG(E1—AX E2);

5) CTLSPEC AG(E1—AF E2);

6) LTLSPEC G(E1—FG E2).

W AR N R AR S — AR RRAE —
ANBIE N, T AR —, B “CO<40 holds
forever 7, X )51 & B 3h e # L AL L4 -
CTLSPEC AG CO<40,

AR I 78 F P IR I R GEAT O, AT RARRAI
SERIE AL IAESE, ABAARTFEE R P 9, 2
B BIBAET o WAy SCTIR, 28] O AT B AR A Y
LZARBREIFRAMS, AR RBINIZE LEF
Rzt ey, i HBLERERR b e SOy BB A
A, A BEAR L b 5 — 2R 0] L

PRI, o0 R 0 S A BERA B2 Tr) 8, T 1 ph S B
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T, HSSB R AL AT B A R

1) CTLSPEC

AG !(dev.state=st&dev.trusty=untrusted);

2) CTLSPEC

AG !(dev.state=st&dev.privacys=private).

ML) — IR dev AL PRAE AT B Ak
RMBNEIRE sts A IR B4 dev Ao KAl
R AAME B o

I JRH o BT 2 Ok B ML B A5
Ko L HBE RN K N B 2 O B K
HEEGRT, FE U Lk A8 H B
G AR 2 A o TR —, e LT —
RS, WOET) IR P RE . B
WA, IXEESEAAR I RO AR S AT R Sk,
AIRE R ECE R A VRO FORAME §R DL J 20k
PUREE, WA JOX R, BN (A2 K
Ha . T =, BisE = AR, B
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I, I E N KO i, ek
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AG !(Weibo.state=Post& Weibo.privacypes=private),
DABS UEP AN s RATEEAAME B e 28R, XYy
WAV B OE X2 RMORF:, B iEm
ey, 16 AR AERIE L) .

42 FEWRIESSERT

RIS PN AN ER it BRSPS ESE TN
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BouE. D7 B 45 R e — SR AR Trace, 5
UEGE R AR, Wi — A S B RPIR A R A2,
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HAhAF S [PME, BN Var=Value, K/~ Var 7E1%4R
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—AIRET R A

PiEDIRE T T TH LA R SRR P e 120
e (step) MAIA ARG B T H, BT
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AT A 50 Dy e ) AR e B MR 20 A N 1
FSCGA IR RS 56 T L B0 AIE AR G52 2 A A T
LAHEMARRE R, TRS &R BT,

i B OB SR T B A 2
NGB, R, TR 45 R s AT AT, o)
TR AL, IR DA m s s R 207 AL
FrI E s, B O 7 LRI 2

W AR E RS AP RS B TRk
FCABAE AR A B0, 0T B 3 2% N B i
AR S air_conditioner.state=On, NIJZK R
air_conditioner 2! 75 1% 717 SUPIRA AT R On.
WRBEARE T AP AP B LA K
TN e A, O A s 7 1) AR AT AR AL
FEIA] ) B 2% s ) B o, R 7 B Bl i A
Trace FIMARMWGE L RRGH T, g R W RTEEH
M 55 B

5 MNEMERAESRT
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FE—— 10 AT T e K s R E S
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5.1 ARGHLA

FIR D Re R MR E RGN NE S
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RS T A5 2407 B AR sk 36 UE S i 4%, IFLAS)
R 46 R

IIRRR R AR B AN T SCEE
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5 BLEREGUE 45 S DA ELU ) sl s s T 2 g FH T o
5.2 R4l

TR RS TAER I 4 Fror. ek
AR o REHAT S, RIS N 2% F0 v A 5
R, FEREARGREITER, RN E
12 A Bh A AR e APy, P T UK
BEAR F 5 e ATk, P E e gy, R
J5i ARG R L i BIEBERSC b, 205, H
PR LA T IR IERE: DR UE . H T DL
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(c) I

° & Add spacifications

Specification Template Natural Language
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(e) MLLTRM

2 I1Air_Qualily_Deteglor 2.C02 > 50' and 'AC_Coglér 1 Turn_OIT', then ‘Window_3 Open;

(d) AL E T Fndh 48

Rules

Specifications.

of

Automatic Generated Specifications

1 'Window_3 Open’ will not happen because of something untrusted

Your Specifications

1 Air_Quality_Detector_2.C02 <= 80" holds forever
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1) if temperature>28, then turn on the air condi-
tioner
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2)if CO>50, then trigger the alarm

3) if alarm is triggered, then open the door
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4) if camera takes a photo,then post it to Weibo
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