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Abstract: In this paper, an approach is proposed to model and verify a class of interrupt-driven systems. An interrupt-dr tem
usually consists of interrupt handlers and system-scheduling tasks. When an interrupt occurs, the corresponding interrupt-handler executes
in response. The operating system schedules a set of tasks to deal with routine events and certain post-processing of some interrupts. In
the real-time control system, it is important that interrupts are handled within their specific deadlines, otherwise, it may cause catastrophic
system failures. In order to improve the reliability of interrupt-driven systems, model checking technique is introduced to the design and
development process. Through analyzing numerous systems, the major system elements (including system scheduling tasks, interrupts and
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their handlers) and their parameters relevant to time-related failures are identified. When these parameters are specified by system
designer in the design process, formal models can be constructed by the modeling method in this paper: The interrupt source is modeled as
timed automata. The execution processes of interrupt handlers are modeled by the interrupt vector and the CPU process stack. A
model-checking algorithm is provided to check the above formal model whether interrupt handlers can be executed within their response
deadlines. over, a variation of this algorithm is developed to check properties of the integrity of shared resources and the atomicity of

subpro

Key, interrtipt-driven system; model checking; deadline detection
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CPU

3 .1 3
3 200 , 0,100,160 . ,
3 160 , CPU 24~32

Table 1 Task list
1

t wcet upbnd period offset
80 100 200 0
48 60 200 100
40 200 160

errupt list

period s;
Iy 20 0 8
I, 0 0 200

1.3

131
(timed automaton)

. C , C
teR, u+t C u(x)+t G(C)
X~n xeC~e{<,==,>}, n .B(C)

X=y~n , XyeCu{0},~e{<,=,=>}, n . C,G(C)c (C).
ITA(interrupt timed automaton) (L,1o,C,E, 3, ,

1. L ;

2. lpel ;

3. C ;

4. EcLxG(C)x2°xL , , e=(l,g,r,I'),gcG(C) e reC
e , e | 1"

5 p E (e) e . e Pe)=2.

E e=(l,g.r."), [T e [ ENTT I
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) enabled(l) ={e| ITA I, I——17%. eeenabled(l),
e | .
ITA (1), JleLu C
1 S(hu)—>u+t), >0;
C(hu)—=("u), e=(l,g,rINeE
x~n,u(x)~n;
xer,u’(x)=0; C—r XU’ (X)=u(x).
ﬁl,u)—eﬂl’,u”) (I",un——"u", (u)—("u" .
0 (I, Up) —22 (I, ) —22— . (1)
to , (I, u) e, t
’ (Inyun)- p:elery---yen [24 ’ [24
p
, (time zone)
DeB(C)
(1LD) :
{(Lu)u 3
sp ((A>) , sp((1.D).e).sp((1,D).e)
(1,D) , e . sp((1,D).e)
{(I"u)|FteR,3(,u) e (1.D)-((1, el
(difference bound matrix, DBM)® sp
1.3.2
n , n+1
) 0. )
, (bcet,wcet,upbnd,period,offset), period
1 1 CPU . 1
period  offset.
Z, . n ty,t,.. 0t
period, 01,09,...,0, n+1 oyl
IO ] i(i<n), Ii Ii+l ’ ti+1 ’
7==0j+1. I I , z==period, z ,
2. 1 1 ITA;. X 0,

1 period  offset, 200 , 0 ,100 160
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Tl,Tz, T3,200 X Tl. s
Ae2)=T2,p(e3)=Ts,p(e1)=Hes)=T1.

ITA;: xeC e4 x==200, x:=0

Fig.1 ITA model of the task sequence

1
’ ( ),

eriod,sy,S,,priority,bcet,wcet,upbnd).

, CPU ,
period,s; S. )
2 | ITA , xeC
, O0e; e Ple)=p(e2)=l.e, 1 ,
S1=X=S$,. e,
€2
x:=0 .
—_— x==period
x:=0
errupt
(period,s;,s,,priority,bcet,wcet,upbnd), period
f. f=
. 3 , xeC , 0.
, 0, v<f e v
S1=X=S,, % 1, X 0. v=f e, 11, 6(e2)=
e; when v<f
vi=v+1; period=x; x:=0
Fig.3 ITA model of the contingency interrupt
3
3: 2 , 20 I, 3
Iy 4 ITA,  1TA;, y z 0,ITA;
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ITAz: yeC
=0 €
y—’ ==20
y:=0
e7 when v<3
ITA;: zeC vi=v+1; 2:=0
: when v== @
/ Fig.4 Example of the ITA model of interrupts
1.4
r 1
. , ,vector(l)=false. , e
. Be) I, oK) true( ),
, ; vector(l) , vector(l)
true. | Y false.
1.5 CPU
vector ,

,w,upbnd,Rr,Rw):

1. bweN
, ,BCET  WCET;
2. upbndeN ,
,0=b=w=upbnd,;
3. Rr,Rw /
4. 1 T1,T2,Ta, 1,12 3

H1,Hz,H3,Ha,Hs. , :

Table 3 Interrupt handlers

3
b w upbnd Rr Rw
Hi 60 80 100 - -
H, 36 48 60 - -
Hs 24 32 40 - -
Ha 1 2 8 - -
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, CPU stack ,
, (Hy,mode,h;),
‘Hy ;o hi  Hyg :mode {started,suspended,finished},
h; \ ,
i ,
vector,
(H,mode,h;), /
1. | l)=true | Hy,
Hy, | , mode suspended,
(H,,started,hy); ,he  H, , mode
started;
2. . mode started, CPU
, finished;
3. , mode finished, :
a) h; Hy hiss
(Hy,started,h;, mode started;
b) hi  Hyg , ,
. mode( suspended)
started. Hy , % .
CPU ,
1. , CPU BCET
WCET,;
2. , CPU
WCET.
| | O
( ) :
1.6
5 , CPU .
: ( )
CPU CPU . ,
{(l,u),Vector,Stack,T), J(Lu) ITA ,vector
,stack ( ) T stack
CPU J|1=lo,u=0 ,vector ,stack=2,T=0.

,CPU

CPU
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( ) :
, , eventPath
. , globalState=((1,D),vector,stack), ,
eventPath eventPath
staﬂor .eventPath , eventPath,

dﬁ . (vector)

(ITAnetwork) 3 flag

1 false

2 true

@ i true Map

/ n false

‘Hy ~
(hy,ha, '\,\. (stack) <
, -1 stackMember; [top
mode P
b, w, upbnd, Rr, stackMember,
priority
Fig.5 Model of the interr ens
2
, : t
, stack  vector .
2.1
, eventPath, globalState
eventPath list, (globalState,eventL.ist,event,type,constraints,bounds),
1. eventList globalState , 6 ;
2. event type globalState ;
3. constraints , b<2(cj—ci)<w, ,Ci eventPath
epi.ep; Ji<j,<={<,=}b , eventPath
CPU ;
4. bounds ep; |
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,oep | Hi , ep; bounds cj—ci=<upbnd
, ,upbnd
bounds,
entPath , ep;,i>0,eventPath[i] constraints 0=ci—Cj_1.

CalculateEnabledEvent(globalState gs)

{
gs=((I,D),vector,stack)  stack top;
priorityS=priorityV=-1;
if ('IsEmpty(stack))

priorityS=stack[top].priority;
if ('IsEmptyVector(vector))
priorityV=FindTheHightestPriority(vector);
if (priorityV>priorityS)
AddToEventList(event=Hector,type=V);
for all leaving edges e from (I,D) in ITA
AddToEventList(event=e,type=l);

if (priorityS=0)
AddToEventList(event=Hstack, type=S);

Fig.6 Cajeulatg enabled events of a globalState
6 g

2.2

eventPath
221

globalState=((1,D),Vector,St ec stack vector
stack i rityS Hyector Hstack
globalState EnabledEvent(globalState)
1. priorityV>priorityS,EnabledEvent(globalState) Hyector: ,
2. priorityV=priorityS ,EnabledEvent(globalState) :
a) eeenabled(l), e EnabledEvent(globalState) 4
b)  Hstack EnabledEvent(globalState)
6 CalculateEnabledEvent(globalState gs) gs ( )
, AddToEventList eventList . ,eventList (event,
type), event e H;; type
n, ), CPU (S). ,
222
, ,eventPath ep=(globalState,

eventList,event,type,constraints,bounds) event ITA ( type=l )
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7 globalState=((1,D),Vector,Stack) e

CalculateSuccessorOfI TA(globalState gs, event e)
{ gs=((I,D),vector,stack);
(I.D")=sp((1.D).e);
if (D’ )
return NULL;
B e Ae);
if (6=3D)
{ if (vector[f]==false)
{ vector[A]=true;
AddConstraintOfITA(gs,e)

‘ }
}
return ((I',D’),vector,stack);

late the successor of the transition e from ITA

7 ITA
. A=Y, vector
, vector[f(e)] true.
AddConstraintOfITA(globalSta eventPath , (
,num  eventPath eventP (event=e,type=1)):
e=(l,g,r,I") eventPath eventPath[i]
:eventPath[i].type=I, eventPath[i].event = (I, 91, I
1. i, eventP 0=cCnym—Ci~n;
2. i X event , X eventPath
X Chum , , even um] Xo+Cnum=N.
sp , [ DBM
2.2.3
CPU ,
, 8
.eventPath[num] ep=(globalState,eventList,event,type,constraints,bo m
eventPath ; event Hyector-type V. , e
Hyector stack, 1 . ,
9 AddConstraintOfHandler event
, eventPath[num]  constraints AddBoundOfSubHandler
event , eventPath[num]  bounds
9 AddConstraintOfHandler(handler H,subhandler hy) H
eventPath , eventPath[num]  constraints
eventPath[i], eventPath[i] eventPath . eventPath[z].event H
type S, H terms, = > "(c,,, —¢,)
hy terms, . ,  terms;  terms, eventPath[num]

constraints
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CalculateSuccessorOfVector(globalState gs, event e)

{ gs=((I,D),vector,stack)  stack top;
e Hyector=(b,w,upbnd,Rr,Rwy);
stack[++top]=(Hyector,Start,ho);
eventPath[num] : b=Cpum—Co=Ww;
if (top>0)

{ stack[top—1].mode=suspended;
AddConstraintOfHandler(stack[top—1].H,hy);
AddBoundOfSubHandler(stack [top—1].H,hy);

return ((I,D),vector,stack);

‘ Fig.8 Calculate the successor of the handler from the vector

hy=(by,wk,upbndy);
epi :event=H, type=V,

h hy)
eventPath[num] b=terms;=w;
eventPath[num] by=terms,=wj;
) }
Fig.9 Calculate constraints of the inte an nd its subhandler h
9 H
hy, AddBoundOfSubHandler(handler H,subfh@ndler h,)
, eventPath[num] bounds . :
1. eventPath[num] 1 ‘event  H, type V;
2. ep; 1 epm:event  Htype S, glob
hy;
3. eventPath[num]  bounds Crum—Cm==upbnd, ,upbndy
224 CPU
CPU CPU ;
.10
eventPath[num] event H,¢type S
1. H started, heeH,
finished;
2. finished, hy . , 9
AddConstraintOfHandler hy , eventPath[num] constraints ; ,
AddBoundOfSubHandler hy , eventPath[num] bounds
H : P, started. H ,
, H, AddBoundOfHandler(handler H)
H , bounds . H’,

H’ h, started.
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, AddBoundOfHandler(handler H) eventPath[num] :event==e,type==I,
Map[S(event)]==H 1 epi, eventPath[num]  bounds :Chum—Ci=upbnd,
upbnd H

CalculateSuccessorOfStack(globalState gs,event e)
{ gs=((1,D),vector,stack)  stack top;
stack[top]=(H,mode,hy),H=¢b,w,upbnd,Rr,Rw)  hy=(by,wi,upbndy);
if (mode==started)
stack[top].mode=finished;
else if (mode==finished)
{ AddConstraintOfHandler(stack[top].H,h);

AddBoundOfSubHandler(stack[top].H,h);
if (h1#D)
stack[top]=(H,mode=started,hy.1);

ddBoundOfHandler(stack[top].H);

eventPath epi type==1, Map[gpS(event)]==H}
tor[S(event)]==false;
(top>0)

ack[top—1]=(H’,mode=started,h’);

}
return ((1,D),vec
}
Fig.10 Calculate the @ve interrupthandler from stack
225

) eventPath entPath
1. CONS constraints ,
CONS=constraintspguconstraints; U....uconstg@ints,,
,constraints;  eventPath[i] . CONS
CONS , ; )
2. eventPath[m].bounds
bound, ~bounduUCONS
bound , (G
; oun
, bounds
) ) K, ,
n eventPath, , boundmax:cn—Co
=K

2.3

CPU eventPath eventPath
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, CPU . CPU
,eventPath ,
) DBM
11 . , Graph
, Unexplored

Unexplored={globalState,}, ,globalStatey=((lp,Do),vector,stack=2),vector ;
G =globalStatey;
nexplored=)
Unexplored globalState=((l,D),vector,stack);
plored globalState;
alEVentPath();
ventList=CalculateEnabledEvent(globalState);

entPath[num];
eventList )
um] eventList event, type;
Remove@Las romEventPath(); continue;
if (type==1 & to true)
ventSe etrievedFromEventPath(); return false;
if ((type==1)
sucessor=Calc (gs,event);
if ((type==V)
sucessor=CalculateSuc€esso tor(gs,event);
if ((type==S)
sucessor=CalculateSucces! f s,eMent);
sucessor=({(l',D"),vector’,stack’);
if (D'==0Q)
continue;
if (IsSolvable(eventPath))
continue;

if (IsOverTime(eventPath))
eventSequence=RetrievedFromEvent®ath();

eventList,=CalculateEnabledEvent(successor);

AddToEventPath(successor,eventList,);

if (stack==J && vector )
{ eventSequence=RetrievedFromEventPath();
if (Graph (D) D'ecDh")
Graph (,D) (I'D") eventSequence
else
{ Graph (,D) (I''D") eventSequence

AddToUnexplored((l’',D"));
} RemovelLastStateFromEventPath();

}
}
Fig.11 Explore the state space of the model of interrupt-driven systems
11
Unexplored ,
Unexplored , , ; gs,
,gs eventPath[num] eventList ,

, . eventPath[num] eventList

1 ITA ) )
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2 SuCCessor. ,
IsSolvable(eventPath) eventPath
IsOverTime(eventPath) eventPath
1. bound ax, ~bound .  VCONS : ,
2. eventw bounds bound, ~bounduUCONS : ,
, bound
, RetrievedFromEventPath() eventPath
, eventSequence,
5 successor ctor , (I,D")
(X eventSequence Graph
, Graph I, (I,D"), Graph gs (1,D)
(r,om eventSequence ; (,b) (,D) (I',.D)
eventSequence , successor Unexplore
5 , succe eventPath
) . ﬁplored
Unexplored , ,
5: 1 1 2 , 4
, ) (l10,120,130), ) x=y=z=0, 0. 1 2
3 , K 4V 100 ,
, 100
4 11 .even
globalState;=((l;,D;),vector,stack) , J1=(l12,151,150),  D1={0=x<160;1=y<10;0= ,stack
, seq=es,7,€¢,€7,€g,E6, eventPath 45
eventPath i JITA,vector  stack eventPath[i]
ITA CPU , , f
I5=(l3,151,131).event,cons  bound event
( , ).
, eventPath[i], cons:0=c¢;—Ci_1, ,i>0. ,
t, D, {0=x-1<160;1=y-t<10;0=z-t}.
CPU , 0.
, eventPath[i] consuK consu~bound; : , eventPath
,eventPath[5] , (113,121,130), vector(Ts)=true,vector(l,)=true,
Hs,Hs, Hs. CPU

Hs :

1=cC,—C3+C5—C4=2,
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C5—Cq=4, )
, 4 eventPath[25] consu~boundys , o globalState, seq, ATA
€3 Ts Hs 13,12 )
Tabl An example of calculating eventPath from globalState; following by the transition sequence seq
4 globalState; seq eventPath
vector stack event cons bound
(11,Dy1) - ITA e3 — _
1 (I,Dy) - vector (Hs) - -
2 (I2,D2) Hs ITA e; _ _
3 (I2,D3) vector (Hs) C—C1=32 -
4 (I2,D3) 1 3 CPU Hs C4—Cy=2 -
5 (|Z|D3) Ta | Hs, Hs Hs y 1=cC4—C3+C5—C4=2 Cs—Cr=4
6 (lD3) T3 Hs €6 ; - -
7 (I2Dg)  Ts Iy Hs, Hy (Hs) Cp—C1+Ce—C5=<32 -
8 (I2Ds) T3 I Hs, Hy Cg—C7=2 -
9 (I2Ds) Ta Iy Hs, Ha e7 - -
10 (12,Ds) Ts Iy, 12 Hs Hg vectg (Hs) Co—CrtCo—Co==2
11 (I12,Ds) Ts, Iy, 12 Ha, Hg, Hs C11—C10=2 -
12 (lz,Ds) Ta, Iy, I Hs, Hy, Hs  stack Hsg y 1=C1;—C10+C12—C1 =2 C1p—Co==4
13 (|Z|D5) Ts, Iy Hs, Hy ck 4 Cg—C7+Cg—Cg+C13—C1o=2 -
14 (lz,Ds) T3, 11 Hs, Hy ITA € - -
15 (lg,De) T3, I, |2 Hs, Hy vector ( Cg—C7+Cg—Cg+C13—C1p+C14—C13=2 -
16 (|3,D6) Ts, 11, 12 Hs, Hg, Hs stack C16—C15==2 —
17 (|3,De) Ts, Iy, I Hs, Hy, Hs  stack Hg y 1=C15—C15+C17—C16=2 C17—C14<=4
18 (|3,D6) Ts, Iy Hs, Hy stack Ha Cg—C7+C9—Cg+C13—C12+C14—C13+C1g—C17<<2 -
19 (I5,D0s) T3 I Hs, Hy  stack Hg , 1=Cg—C7R@g—Cs+C13—C12+C14—C13+C18—C17+C19—C18==2  C19—C¢=8
20 (lg,De) T3 Hs ITA €6 10==cy—Ce=10 —
21 (|3,D7) Ts, Iy Hs vector (H4) Cof61+C6—C5+C20—C10==32 —
22 (|3,D7) T3, 11 Hs, Hy stack Ha Cop—Cp1==2 -
23 (|3,D7) T3, Iy Hs, Hy stack Hs , C23—C20=8
24 (13,D7) Ts Hs stack  Hs _
25 (|3,D7) T3 Hs stack H3 , C25—00540
2.4
2.4.1
H; Hj , HJ
Hj H;
: R,
h . Rw(h) h Rr(h)

h . hi hj, Rr(hoﬁRW(hJ);ﬁ@
Rw(h)ARr(h)=2 h o h . Rw(h)
Rr(h) , ,

hi,h;, MnieH; hjeH; i), priority(Hj)<priority(H;), CPU stack
stack[a] h;,stack[b] h;, ,a<b=top, hi,h; CPU

, hi,h;eactive(stack). hi  h :
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2.4.2
A , : CPU
3 OA
. , 5 n m
( ,
Tabl xploration time w.r.t n tasks and m interrupts (s)
m (s)
n m
3 4 5 6 7
1 <1 1 11 102 1249 15481
2 <1 18 155 1753 18689
3 <1 24 253 2086 21149
4 <1 <1 29 312 3133 29674
) 3 , 7,
4 )
, 4
: 4 7 ) ,
T1, T2, T3, T4 128 , 11,14
I T, 4 , :Sint,MSint, MS
deltaMs.
6 , 1.3
8 (
) .
1 Ii . 2 ,
. T (b,w,upbnd,Rr,Rw) H,=(44,66,88,{SInt,MSInt},{MS;
: 128 ,
K 128 , , 128
CPU ,
11

wcet  upbnd , )
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Table 6 Task list and interrupt list

6
bcet wcet upbnd period offset Rr Rw
T1 44 66 88 128 0 Sint, MSInt ~ MS, deltaMS
T, 8 12 16 128 88 - -
Ts 8 12 16 128 96 - -
Ta 4 6 8 128 112 - _
[ 1 1.4 2 30 000 - MS, deltaMS  Sint, MSint
I, 1 1.4 2 - - - -
I3 0.3 0.5 1 - - _ _
N 0.3 0.5 1 1000 - - -
5 0.3 0.5 1 - - - -
0.3 0.5 1 - - - -
I 0.3 0.5 1 — — — —
4
, : [9.10] |
z-86 ,Z2-86 6
, . z-86 ,
[11] ,
[12] :
[MC]SQUARE,
, : [14] (ITA),
, (CRTA) ITA*.
, ; 4 TA
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