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By co communication, computation and control is available from http://seg.nju.edu.cn/BACHY/, is built based
(3C), Cyber-Physi tem (CPS) can generate accurate on BACH, which is a bounded model checker for linear
instructions, achievg ex targets and gain advantages  hybrid automata (LHA). BACHpr supports the graphical
ficiency. As mainly of the CPS modeling of parametric LHA and provides different APIs to
i urgent need to give an call by monitors online to concertizing parametric models, and
performing different kinds of reachability verification on the

the CPS system. Generally speaking, y concrete model as required. In the demonstration, we use a
of the system’s behavior space can echniques like  simulation of a real case complex CPS system to show how
model checking can be deployed t@ ethier any system  BACHpr can be deployed online to guarantee the correctness

behavior will violate the given specificafion” of system behavior by modeling and verifying the system’s
Nevertheless, as most of the CPS 5§ working time-bounded short-run behavior online.
in open environment, many control par in CPS The system used in the demonstration is a communication

systems are generated/collected online. Th i based train control system (CBTC), which is the state-of-
these variables in any time spot are unpredic i the-art train control system and a typical CPS system. The
advance. Therefore, the practical engineering model of CBTC system communicates with control center frequently,
system will be a parametric model, which has free p ice per second, to get the latest movement authority (MA)
included. This causes the behavior of the model has o) hich indicates the place that the train is permitted to go
nondeterminism and is not able to be verified by m efi eceiving a new command. Then the CBTC system will

the new velocity curve for the next operation cycle
ougly by taking account of the MA it received and the

checking in the design phase.

To overcome this problem, we proposed that the verification
of nondeterministic CPS system should focus on the verifica- n status of the train. During a CBTC system
tion of the system’s time-bounded behavior in short-run future ratio, re are several safety rules that the system
(time-bounded short-run behavior) online [1]. We propose that must obey,

the general parametric models which describe the practical ~MA in ea iéation cycle. It is obvious that most of
behavior of the system should be provided by the designers at  the key cont entioned will be computed online
first. During system is in operation, a monitor will take charge  and the correctn parameters are critical for the safe
of collecting the runtime values of these free parameters, then ~ operation of the runnifg trains.

the concrete model can be built by concretizing the parametric In the demonstration, we ation to show how

model according to the runtime numeric values. After that, the ~ systems work safely under first. Then, when
monitor will verify the time-bounded short-run behavior of the ~ some of the control parametef§ are complited incorrectly, how
model online quickly to predict whether there will be any error  these rules are broken and tra ach other. Next,
in the system’s future behavior to guarantee the reliability of ~ our tool BACHp;, will be deplo
the system as shown in Fig.1. We show that after the runtime par

conducted. We can see that when the syst
the incorrect parameters, BACHp; can fi
efficiently and warn the running trains immedi
a fall-back plan, like emergent braking.

To the best of our knowledge, BACH, is the first tool that
can handle the online modeling and verification of parametric
LHA. We believe that by using BACHpy,, it is applicable
to perform the online verification on complex system such
as nondeterministic CPS systems to predict error before it
happen, and strengthen the reliability of the system.
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Fig. 1. Online Modeling and Verification Framework

To support the above approach, a toolset BACHo,, which
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