Software Engineering Group
Department of Computer Science
Nanjing University
http:/éeg.niu.edu.cn

NJU Software
Engineering Group

Technical Report No. NJU-SEG-2016-CJ-001

2016-CJ-001

BT Hinh RS HTHRIB S S X H &R 53 ER
WS, AR, B, AR, THE, K

15 B4 2016 F 4 A% 1 %5 2

Most of the papers available from this document appear in print, and the corresponding copyright is held by the

publisher. While the papers can be used for personal use, redistribution or reprinting for commercial purposes is
prohibited.


http://seg.nju.edu.cn/

ERE PR & B %2 % i Vol. 1 No. 2
2016 4 4 H Journal of Cyber Security April, 2016

ET HirH SASHITRRSERX
it Z 4R B SR IAR R

14 ,i Eﬂﬂﬁﬁl%a,ﬁ thlifif %ﬁuﬁ,EEﬂtﬁlgﬂ ?ﬂﬁﬁ{hu
PSRBT HOR [ K SRR = (R UK MR A 210023
ILIE PAFF AR S P AL R GUFT 0 #5 P E 210023
SRR SHAR R fa E 210023

Gi

‘

HE %WB%&%‘ﬁgﬂgimﬁéﬁﬂ%cE%ﬁﬁ%&mﬁ%%ﬁﬁﬁ&ﬁ%ﬁ%%ﬁEﬁﬁﬂ%:%ﬁ%ﬁ&*%
BT B T, T AR AR S NPT TR, BRSO T RIR K B sk T B8 iz 0 B 28 IX v H S R A
BRI AS AT B TR A T ORI ERASASHEERNRR, FEELHE—5 A THJCRE R RR, BN TH
INERS T 045 RAER B2 5 BT [ FS BRI, F5PATHEARFEHMTSIRE LR, fERFGHIIRE
TR B 25 2 0] A2 il i 7 5 T3k RSO — R BT AR S5 AT S SRk X R T, RS
Ay TR 45 RAE N B AR, 57/ oo BATNTTIES N 3 B0 1 SofE i 2 (a4 i 37 B A ) e o5 0 T S 41 it
T B ATE Y, R ATE SR N TR SRR AR RS, HIRIERF 5T BT 15 B 5 i H B
BERLER LR IHAZ, 8 SRS HUTIE R 43 e AT R A IS A IR R R L AR R I 4, BT A
RIBIIEE R, SHERAS T VB HREAT 724 ATSZBL T R T AR BOVTool, SZi6&E J 3% B /E S br A AL b
BOVTool BEBAE N TR A 59.9% 1122 X

EEIA ST, Err XU BRI, BARHF
FEX4SES TP309.1  DOIS  10.19363/j.cnki.cn108138 016.02.005

Automatically Validatin iCBuffer Overflow
Warnings based on Guided Sy icdixecution
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and analysis technology, which systematically explore execution space of test program and generates test Case
coverage. In this paper we propose a novel approach for automatic buffer overflow warnings validating based olic
execution.Our approach is consist of three steps: firstly detect the reachability of statements in static analysiS path segment
in inter procedural control flow graph and map the static path segment sets to complete path sets which are used to be val-
idated; secondly guide the symbolic execution so that we only focus on the execution paths that cover the buffer overflow
warnings generated by static program analysis through pruning useless path; finally construct warning path constraints
according to buffer overflow vulnerability models at suspicios statements and classify results depend on the output of con-
straint solver. Based on the proposed technique we implemented a prototype tool BOVTool and our experimental results
on real open source programs show that the percentage of false warnings which do not need to be manually validated is
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59.9% on average.

Key words symbolic execution; buffer overflow; warning validating; target guided

1 35|53

BOpE 2 Al i R 510 R B
9 P21 A SR <5 T R 3 B A2 AR o AR R IR 1

17 228 BN =4 Hi g Dk 1 B AR 2 —, & CVE

S Exposures) A 3L %L
Y PEGE T 2011 4 A oﬁmﬂﬁwﬁwﬁiﬁ H G X

T IR BT 19% R 17% 0 A5 g8 DRt IX i H s i)
FEACHE ZTH )8 T A A7 11 2 5% X i
ER R ) SR BT R 1R G2 e X e
FE (R HHE, WA AT B RS 1T 9 Y
A REMR IR FE e AR, 3% AR 7 Tl A 17
Bk #F 1%, FERESNZERE.

ERIRES RS TP v 3 valll Y 7z
X 8 B BRSO PR Eh AR Bl
DA 1) 72 8 5 B v I A 454 P AT R g 1
P AR DA B AFAE R o ShASMRH 9 R, K
U )R A v, R B o T A0 1 FH 451 DA K 7R
BHAT I . A RABA BT AR AT 52 T X
AR AT 2 B R 220, 20 DX 388 5 )
FEAE K AR AR AR R g A2 b, FrAERS 404
H— ok it 2 B AR BURR I o BRS /AT AE AT S e e
Gz i DXV AR AR, A AR R Y B YRR B
T BEATRFAE VL AT, B LAFRAS 70 A I A 75 B A AT
MAAFEF, BIA S5 NIBITRIFES . T EiR%r
PE, FA T L RAE AR FORAE T R 5320060 H
R LE B WL EE A 20 0 T H S HP Fortify!™,
Splint™, Klockwork*IEA J2 Coverity* 4545 ,

SRTT, B AT L BAERE 7 R S 45 SRS ek
Z AR M B 1S P47, DL Fortify #2504 TH AW,
348 CVE A i B Pe A7 78 22 X i H dRRes 1
R, W 1R, ohdRPas 7 RENERT
BNTHAIN, B E b E R 7 U T 1 2 R
Bahn. BRIGLASE, #Ra ot TR WA KR ERIRR,
Horb Al e & BOER 2 oh X B, AN LRRINX
SE AR AR FE ORI B 5 7. MRIAERS B O TR
BN TGS AH S ARG v BOF Ak 4 & B 2 B B 22 56 )
Wr, AR T FRE LRI, A5 HEB)
b, BEEEHRA TR, N TR A &,

IF HAA ATRESI AR F

Fz 1 LERIEFEHA Fortify FAHE R

(RS M EREH SRR IX Vi H S B
gzipl.24 5.1K 237 19
tftp-hpa5.0 53K 78 12
net-tool-1.60 8.1K 1256 62
inspircd2.0.5 74.1K 142 11
udisks2.1.2 92.1K 437 8
tiff4.0.3 113.4K 1743 1117
freetype2.4.8 205.6K 479 16
firefox-33.0 683.3K 23990 4204

P55 AT BORZE — TR G (A DR 23 A 8
R, BRRHT 1976 4P, ZHEAREAFSREAR
REN, BEWS R SR 2R 7 IR 2 18] I A 1 v
B FE RS IWEEL B, FFS5aTik e
AT AT AR AR 2 AE I A G BRI o SR T4 5 AT 152
G (FE AR L S (R R G, WK,

H AT E 2 R TR 2R T 5

AT ARTVO 2 £ B LA A5 7
TR 2 LA R REA, R

i FHxf T 4

N E N T A B,
KLEEPYRE % 15 H

g 15 52 T R, AR

B, ERIRESE T B R
SN SE PR AR IR -

AT Y — i 25 2 A S 1
i R B S ABOR . AT TS
M, BEAEHIRE LT A AHT
e T IRBUL 2R E B Ig e R & RRIRSRNS
PAT TR E AR AT B 2055 PAT BI0A i H 5E
ARE B, I3 M A 75 i e G A7 D Y BRI, JF 7 A2
JO2 AR P 451 o BRATT R B A A B 5 5 S B S AL i
o AN AT PAT B AR LA BRAR . A R DA
RFNBRAZ, JFAEHAR 7 R AR L4 75 25 0 Hr B 4
PN R AR REERIA =K

AR TR A T

(1) 45t T i 2 of X ) SR s 1 75 24 20 A 4
WA B BB FINBIA;

HAE AT 5 40



48 Journal of Cyber Security {5 B4, 2016 /4 A, #H 14, 2 M

(2) F2& H ATkt 23 b F T 0 0 i S S R A
17, IS IAT B ARH S AU T 48080055 5 AT
RS 2 6] DA S I T 155 AT 1 2 v DX 3 e e U L o)
T &Rl

(3) FE T ik Uy ik s P 2 v X AR A N T A
BOVTool, 7 1 fff 114 36 1iF #2 /77 A1 K FUAR 55 bR AR 7 PR
o FE 7 kAT SE B BT AT, SR R R

BOVTool S H bl FHLHIAT 2405 il 1E
PAT, FH ORI S DTS HY B R N T U

AIHL ST 5 2 WA IR AT
JIE BARH AT 5 PAT I BB FIAEOR; 2 3 T
R TR SCHU AT SR ANVl 28 4 35T
S, AR, FASEIRIGIESE MR TR, 58
5 W RES A SO AR LAE,

RG]
> kST |—> %id%é
I —
O mpcae L] FEES | L g e M
Tl g iRz R} H
\_/_ 4 I —
TS BT IR IALE i X i R BRI AR
2 BRSISHFSHITR A S t. return;
12. if( strlen(argv_string) >= MAX LEN)
2.1 AIEZER 13. return;
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1 . #define MAX LEN 24

2.# define MIN LEN 4
3. void usage () {

4. char des bufferffMIN LEN];

5. char* src_buffer="source buffer";
6. strepy(des_buffer, src_buffer);
7.}

8. void initialize( char* argv_string){

9. char mapped_argv[MIN LEN];

10. if( strlen(argv_string) == 0)

strcat(mapped _argv,'-');

&. strcpy(mapped_argv, argv_string);
1( ’

.1 int arge, char **argv) {
19. iftiagdize (*argv);
20.}
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@strlen(argv_string) == 0;

®strlen(argv_string) < MAX_LEN;

@strlen(argv_string)>= MAX_LEN;

®argv_string[0] == "-'
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nt instruction is function call (f

is callee) TH
4. ->addSucc(f->entryBlock())
5: f->entryBlo ddePrev(current)
6: IF f~>entryRBlo sinot been visited
THEN
ConstructRCFG<f->, ock())
8: END IF
9: current = f~>returnBlo,
10: END IF
11: END FOR
12: FOR each succ in B->succSet
13: current->addSucc(succ)
14: succ->addPrev(current)
15: IF succ has not been visited THEN
16: ConstructRCFG (succ)
17: END IF
18: END FOR
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1: IF visited(v)==TRUE THEN

return
END IF
temp.push(v)
IF v == des THEN

TempSet.add(temp)

return
ELSE

visited(v) = TRUE
O: FOR each succseeor s; of v DO
IF visited(v)=FALSE THEN
SearchPaths(s;,des, TempSet,temp)

temp.pop
END IF
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ctor<executionState> ESVector
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1155 & BAT

1. ES . initialState);

2. WHILKESVector.sigexb.|| !TIME OUT DO
3 executionSt selectState()

4 ES.execute

5 updateState. dedStates,

removedStates)
6. END WHILE
7. executelnstruction()

8. IF ES.instructionType = EXIT"|| Faund, r
THEN

9. generateTestCase();

10. removedStates.add(ES),

11. ENDIF

12. 1F ES.instructionType = FORK THEN

13. ES2=fork(ES);

14. addedStates.add(ES?2),

15. GuidedExecution(ES, ES2);

16. END IF

17. GuidedExecution (executionState ES, execu-
tionState ES2)

18. IF ES! =NULL && ES2 ! =NULL THEN



52 Journal of Cyber Security 18 B %745, 2016 £ 4 A, F 1%, F2H

19. <F\,L,>=BranshesDebuginfo(ES),
20. <F,,L,>=BranshesDebuglnfo(ES2);
21. IF ValidatingPath.contain(<F,,L,>)
&& ! ValidatingPath.contain(<F,,L,>) THEN
22. removedStates.add(ES2);
23. END IF
24, IF ! ValidatingPath.contain
(<F,L;>) && MalidatingPath.contain(<F, L,>) then
25. ovedStates.add(ES)
26.
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